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1 Overview




1.1 How to Use IRM to Manage Your Devices

IRM is a centralized remote device management solution from IEl designed for IT teams, home users,
production line managers, or anyone who wants to monitor and manage computer devices.

IRM is a web-based solution that provides basic device management capabilities such as device
management, monitoring, or management of all critical computing devices on the network, such as servers,
computers, embedded computers, or compact computers.

Centralized management of IRM improves the manageability of IT infrastructure and computer equipment,

and reduces the time required to troubleshoot and analyze system resource performance.

1.2 Browser Support

IRM supports most modern web browsers. For the best user experience, we recommend using the latest
version of Google Chrome. IRM also supports the latest versions of:

o Safari

e Microsoft Edge

e Firefox

1.3 OS Support

The operating systems supported by IRM are listed below:

e 32-bit OS
o Windows 7
o Windows 8/8.1
e 64-bit OS
o Windows 7 o Ubuntu 16.x
o Windows 8/8.1 o Ubuntu 18.x
o Windows 10 o Ubuntu 20.x
o Windows 11 o Ubuntu 22.x
o Windows Server 2012 o Ubuntu 24 .x
o Windows Server 2016 o CentOS7
o Windows Server 2019 o Debian 8
o Windows Server 2022 o Debian 9
o Debian 10
o Debian 11

o Debian 12
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1.4 Requirements for Using IRM

Hardware:
® TS-i410X-8G2H
Software (App)
® Container Station
® [RMAgentPack
® |IRM

*Container Station, IRMAgentPack and IRM are pre-installed in TS-i410X-8G2H. To locate these apps in the
App Center, find Container Station in the QNAP Store, and IRMAgentPack and IRM in the IEI Store. If these
apps are not installed, please contact IEI for further instructions.

1.5 Updating IRMAgentPack and IRM

Before using IRM, connect the device to the internet and check if your IRM and IRMAgentPack apps are up-

to-date. You must perform required updates to ensure the functionality, compatibility, and data security of
your apps.

Step 1: Open App Center and click IEI Store. Locate the IRMAgentPack and IRM apps. Click the Update
button.

Note: Update the IRMAgentPack before IRM if both require an update.

E’Appcenlei X iaumcenur x

E- 1~ | EVolumeinfo

g 1E1 Store

8. @

IRM1.0.9 IRMAgentPack
Utilities. 103

Utliities

(e azmno|
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Step 2: The following warning message appears before updating the IRMAgentPack. Click OK to continue.

0 Updating IRMAgentPack will automatically perform the
following actions:

« Temporarily stop its dependant applications: IRM

Do you want to continue?

OK

Step 3: The following confirmation message appears. Click OK to start update.

You are going to update the selected App to a newer
version. Are you sure to continue?

oK |
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Step 4: The system starts updating the app.

€3 AppCenter

+ 1b ~ | & VolumeInfo
g My Apps =
one g 11 Store
QNAP Store
All Apps
QTS Essentials X 3
Recommended A7 o
9, utilities IRM 1.0.9 IRMAgentPack
Utilities 1.03

Updating...

- - | Volume Info
My Apps m ' g
g 1E1 Store
All Apps
QTS Essentials
Recommended 7
9, utilities IRM 1.0.9 IRMAgentPack
Updating 1.0.6

Utilities

IEI Store

Step 5: Update is finished.

€3 AppCenter

B~ 1 - | & Volumelnfo
My Apps

g 1E1 Store
All Apps

QTS Essentials
Recommended 7

9, utilities IRM 1.0.11 IRMAgentPack
Utilities 1.0.6
Utilities

IEl Store




1.6 Global Toolbar

The upper-right corner of the IRM interface provides four global function icons that are available on every

page, allowing users to easily view system status and account information.

161 User Account Menu

iRM £ 0 @w]
@ Dashboard Dashboard
Login Time
¢ 20251231 101147
£3 Add Device @ Dashboard dcoumns @ C
O Logout
1] Device Management
Server Health Overview : Shutdown Devices (Recent 10) : CPU Utilization (Top 10)
(@ Alert Configuration .
Hostname Tag IP Address Shutdow = Hostname | Tag IP Address Utilizatic
%2 Redundancy v + -
iei:Standard-PC-i440 10.10.40.93 12726/ AFLI-W22-PanelPC Windows 11 10.10.40.251 440%
Q Recovery b e3up win10_Hybrid_Slave 10.10.40 235 127307 leiSJBE VEC 10.10.40.239 340%
E] Log v ® 6 0own TJANK811 Windows 10 10.10.40.246 12724/
€3 setting 5 ® 0 Not reachable win10_ Vinual Master  Virtual_Redundancy  10.10.40.236 12116/
i win10 Virtual Slave  Virtual_Redundancy..  10.10.40.237 11720/
B Repository v
DRPC-140 Windows 10 10.10.40.245 12/08/:%
B — v e »
Memory Utilization (Top 10) : Disk Utilization (Top 10)
Hostname Tag 1P Address Utilizatic | Hostname Tag 1P Address Utilizatic
iei-SJB8 iVEC 10.10.40.239 5510% | AFL3-W22PanelPC  Windows 11 10.10.40.251 1681 %
AFL3W22.P: Windows 11 101040251 5130% | ieSJB8 ivee 10.1040239 600%

In the upper-right corner of the page, the currently signed-in account name (e.g., IRM) and a drop-down

arrow (V) are displayed.

e Click the drop-down arrow (V) to the right of the account name to open the user account menu.
e The menu includes the following items:
o Login Time
Displays the date and time of the current IRM login session (e.g., 2025-12-23 09:22:53), allowing
administrators to check when the session started.
o Logout
Click Logout to end the current session and sign out of IRM. The system will return to the login

page. It is recommended to log out after completing operations to enhance account and system

security.
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1.62 More Options Menu

T n
IRM ¢ o] @®m -
© Dpashboard Dashboard e ey
E3 Add Device @ Dashboard Help b 8 o
IRM Feedback
{11 Device Management
. P Debug Report
Server Health Overview H Shutdown Devices (Recent 10) H CPU Utilizatiory :
(@ Alert Configuration x About
Hostname Tag 1P Address | Shutdow | Hostname - dd Utilizatio
%3 Redundancy v -
iei:Standard-PC-i440 1010.4093 12/26/'g  AFLIWZ2-PanetPC  Windows 11 10.10.40.251 440%
Q Recovery M ®3up win10_Hybrid_Slave 10.10.40.235 12730/, ie-SJB8 iVEC 10.10.40.239 340%
B Log v ® 6 0own TANKS811 Windows 10 10.10.40.246 12724/
€3 Setting - 0 Not reachable win10 Vitual Master  Virtual_Redundancy..  10.10.40.236 12116/
- win10 Virtual Slave Virtual_Redundancy. 10.10.40.237 11720/
B Repository v
DRPC-140 Windows 10 10.10.40.245 12/08/%
. s cazcien > e >
Memory Utilization (Top 10) H Disk Utilization (Top 10)
Hostname Tag 1P Address Utilizatic | Hostname Tag 1P Address Utilizatic
ieiSJB8 WVEC 1010.40239 5510% | AFLIW22PanelPC  Windows 11 101040251 1681 %
AFL3W22PanelPC  Windows 11 1010.40.251 5130% | ieiSJB8 Wvec 101040239 600%
« » e >
«

When you click the ™ ¢ | icon in the upper-right corner of the IRM interface, an extended options menu is

displayed, as shown in the figure below.
The menu provides the following items:

e Choose Language
Opens the language selection window, where users can switch the display language of the iRM
web interface. -
e Help
Opens IRM online help or the user guide, providing instructions and descriptions for each feature.
e IRM Feedback
Opens the feedback window, where users can submit issues, suggestions, or requests
encountered while using iRM to IEI technical support or the development team.
e Debug Report
Generates and downloads iRM debugging/diagnostic information (such as system status and log
files) to provide more complete details for troubleshooting or technical support.
e About

Displays iRM product information, including the version number, copyright information, and related

details, useful for issue reporting and version management.




About

IRMT>

| version1.4.18 (202512-22) |

Li ing Inf tion - Not Installed @
(Redundancy Plan Limit: 3)

Status Name Activated Date | Client Quantity Detail

Mo data could be shown.

iEl www ieiworld.com

El Integration Corp. All Rights Reserved

Note: The available options may vary slightly depending on the iRM version or the user’s access

permissions.

1.63 Notification Center

The Notification Center is located at the upper-right corner of the IRM management page, represented by
the notification bell ({}) icon. It is used to centrally display system events and various alert notifications.

When a device triggers an alert condition or the system generates a related event, administrators can use

the Notification Center to quickly understand the current status and take follow-up actions.
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Notifications [
Agent Alert IPMI Alert IPMI Event
&
i
]
!
!
w!
More ==

The Notification Center is divided into three tabs by source type:

e Agent Alert
Displays alert messages reported by the IRM Agent, for example:
o Abnormal operating system power on/off status
o Disk, memory, or CPU usage too high

o Agent not responding and other events

Notifications o)

10.10.40.236 (Memory Utilization = 10%)
35 minutes ago

. -

10.10.40.246 (16842752 = 10 °C)
3 hours ago

10.10.40.246 (16842752 = 10 °C)
3 hours ago

10.10.40.246 (16842752 = 10 °C)
6 hours ago

The “More >>” button at the bottom of the window opens the full notification/event list page, allowing

users to further review, filter, and analyze historical records.




X
Agent Alert Log I
£
E] Log/Agent Alert Log Q ¢ o |
Hostname Tag Description Alert Status IP Address Trigger Time Clez
-~
win10_Virtual_Mas..  Virtual_Redundanc.. = Memory Utilization > 10% on 10.10.40.236 2026-01-0516:36:16 N.|
TANK-811 Windows 10 over temperature 10 °C [name:1... off 10.10.40.246 2026-01-0514:.0212 2(
TANK-811 Windows 10 over temperature 10 °C [name:1... off 10.10.40.246 2026-01-0513:4212 20
TANK-811 Windows 10 over temperature 10 °C [name:1... off 10.10.40.246 2026-01-0511:3712  2(
TANK-811 Windows 10 over temperature 10 °C [name:1... off 10.10.40.246 2026-01-0511:2712 20
AFL3-W22-Panel-PC Windows 11 CPU Utilization > 10% off 10.10.40.251 2026-01-03 15:07:00 2(
AFL3-W22-Panel-PC Windows 11 CPU Utilization > 10% off 10.10.40.251 2026-01-03 11:07:00 2['
4 G >

Page 1 ofz | ) PN 1-50 of 64

o |PMI Alert
Displays hardware alerts reported by IPMI devices, such as power abnormalities, excessive temperature,

or fan failures (data is shown only when IPMI devices are being monitored).

Notifications By
Agent Alert IPMI Event
Y
SYS Temp]l
10.10.40.250 (SYS TEMP1 = 10 *C)
5 days ago
v

The More >> button at the bottom of the window opens the full Notifications/Events list page,

allowing users to further view, filter, and analyze historical records.
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IPMI Alert Log

E] Log/1PMI Alert Log

Hostname Tag Description

10.10.40.250 iRIS Device ~ CPU TEMPO over 10.0°C

10.10.40.250 iRIS Device ~ SYS TEMP1 over 10.0°C

10.10.40.250 iRIS Device SYS TEMP1 over 10.0°C
Page 1 of 1 1-30f3

e |PMI Event

IP Address

10.10.40.250

10.10.40.250

10.10.40.250

(4

(54

[

Sensor T...

Temperat...

Temperat...

Temperat...

Metric N...

CPUTEM...

SYS TEM...

SYSTEM...

Q

Trigger T...

2025-12-.
2025-12-...

2025-12-..

c o

Clear Time 1

2025-12-...
2025-12-..

N/A

Displays general event logs reported by the IPMI device, such as power on/off, reboot operations, or

sensor reading changes.

The More >> button at the bottom of the window opens the full Notifications/Events list page,

allowing users to further view, filter, and analyze historical records.

IPMI Event List

[E) Log/IPMIEvent List

Advanced Search:
IP Address: . Select Device
Sensor Type: - Metric Name:
Period: -

No log data found

0 —

Reset




1.64  Background Task Status

[

In the upper-right corner of the IRM interface, click to open the Background Tasks window. This window

shows whether any background tasks are currently running in IRM.

28 : @m-
@ Dashboard Dashboard All Devices x Background Tasks
Add Device Device Management / All Devices Recovering ion +
h g — TANK-811(10.10.40.246) on @® Lul c o
Device Management .~ f
th - @ MyNetwork ALL 24 Ps <o
All Devices P e 101040.0/23(9)
) Dynamic Group (J Hostname Tag IP Address Operating Syste... | Category Brand Status
Network Topology | All(9)
IRMAgent-Windows (6) ) % AFL3-W22-Panel-PC ‘Windows 11 @ 101040251 Microsoft Windo... Agent & E @ Monitored
LAN Scan - IRMAgent-Linux (2)
! IPMI (1) O ® DRPC-140 Windows 10 @ 101040245 Microsoft Windo..  Agent @@ IEi @ Monitored
RMLIVES e Installation Failure (0)
. [ ® TANK-811 ‘Windows 10 © 101040246 Microsoft Windo... Agent I & & IEi @ Monitored
(D) Alert Configuration REC(D) ¢ ® ontor
% Redundancy o O ® win10_Hybrid_Slave @ 10.1040235 Microsoft Windo... Agent QEMU & Monitored
cz Recovery ~ ® win10_Virtual Master Virtual_Redundancy_Ma..  10.10.40.236 Microsoft Windo..  Agent QEMU @ Monitored
(w]
E Leg ~ 4
@ Setting = ® win10 Virtual Slave Virtual_Redundancy_Slave  10.10.40.237 Microsoft Windo...  Agent QEMU @ Monitored
0
74
B Repository v @
« Page 1 of 1 1-60f6

Status indicators:

e If ared number badge appears in the upper-right corner of the icon, it indicates that one or more
background tasks are currently running.

e If no number badge is displayed, it indicates that there are no background tasks running.

Viewing Background Tasks

¢ Click the Background Tasks icon to open the Background Tasks window in the upper-right corner
of the page.
e The window lists all running or recently triggered background tasks, for example:
o Recovering — TANK-811 (10.10.40.246) :
Indicates that IRM is performing a remote recovery operation on host TANK-811 (IP:
10.10.40.246).
e Users can click a task item (for example, the host name link) to open the corresponding function

page—such as Remote Recovery—to view real-time task details, including progress and partition

recovery status.
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@ i—rm

@ Dashboard

(I3 LN Scan

53 Add Device

]! Device Management
(@ Aert Configuration
= Redundancy

) Recovery

B tog

€3 setting

E Repository

ard

¢ Dpashboard

CPU nilization (Top 10)

Hostname Tag

iekStandard-PC4440

Server Health Overview

& Remote Recovery

‘Processing Recovery Task
Selected Devioe: | TANKST1 -
Hostame TaNKe1 Recoveryimage.  User enage 1
Tag ‘Windows 10 ‘Scheduled on 2025-12-23 1531 38
3%0f 1464868
DiskLabet Ioev/saa
ooy 100% o
sdal sda2 sdad
1000048 160018 5220018

Jown Devices (Recent 10)

IP Address
101040235

10 10,40

utilization (%)

Shutdown Time
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The Dashboard is the main page of IRM. In the Dashboard, you can add multiple widgets to monitor the

health of your device or server. This page allows users to add, remove, reorganize or choose layout, export

as PDF, email current view and update widgets.

Note: Devices need to be added to IRM before they can be monitored using gadgets in the dashboard.

2.1 Add Widget

Users can add gadgets to the dashboard to continuously monitor the health of the device or server. The

following information can be monitored:

N o o M 0N =

CPU usage

Memory usage

Disk usage

Network usage
General health status
IPMI monitor

Hardware sensor

Users can customize their own Dashboard to monitor multiple devices at the same time. Setup steps are

described below:

. H " H "
Step 1: Go to the Dashboard page and click the "Add Widget" button.
P
iRM e 8: Om-
® Dashboard Dashboard
@ Add Device @ Dashboard 2 columns ~ (64 o (=] @
{1} Device Management 2 Widgex
Server Health Overview Shutdown Devices (Recent 10)
( Alert Configuration
Hostname Tag ‘ IP Address l Shutdown Time
% Redundancy v f =
iei- I( 10.10.40.93 12/26/2025 04:02:3¢
Q Recovery Y ®3up win10_Hybrid_Slave 10.10.40.235 12/30/2025 02:01:5(
B Log v ® 600wn TANK811 windows 10 10.10.40.246 12/24/2025 05:54:1¢
@ Setting ~ © 0 Not reachable win10_Virtual Master  Virtual_Redundancy..  10.10.40.236 12/16/202511:41:1¢
| B win10_Virtual_Slave Virtual_Redundancy..  10.10.40.237 11/20/2025 03:30:07
@ Repository v
‘ DRPC-140 Windows 10 10.10.40.245 12/08/2025 02:26:1:¥
) — _— »
I
CPU Utilization (Top 10) Memory Utilization (Top 10)
[ Hostname Tag IP Address Utilization (%) Hostname Tag IP Address Utilization (%)
1 1
AFL3-W22-Panel-PC Windows 11 10.10.40.251 4.40% iei-SJB8 iIVEC 10.10.40.239 55.10%
iei-SJB8 IVEC 10.10.40.239 3.40% AFL3-W22-Panel-PC Windows 11 10.10.40.251 51.30%

«




Step 2: Select the type of data you want to monitor:

(1) Select the data type you want to monitor in the left column. There are seven types: CPU usage,

memory usage, disk usage, network usage, general health status, IPMI monitor and Hardware

Sensor.

(2) Select the method of data presentation that matches your needs.

(3) Click "Next".

B9 Add Widget

o Dashboard Metric

| E!ﬁt CPU o H CPU Utilization (Top 10) 0

This widget shows the top 10 devices by their respective Average CPU

Memory utilization.
al . k2 CPU Utilization (Live)
@ Disk
An area chart showing the live Average CPU Utilization of the managed
=] device. This widget will keep updating according to the interval
—— Network between real-time scans.
gogg
General W~ CPU Utilization (24H)
An area chart showing the value from the previous 24 hours for the
= Average CPU Utilization of the managed device
IPMI
=
Hardware

Next
. H H H H " "
Step 3: After selecting the device, you want to monitor, click "Next".
[ Add Widget
o Dashboard Metric ° CPU Utilization (Live)
Hostname T IP Address Tag Manag... Operati...
Y | =
AFL3-W22-Panel-PC 10.10.40.251 Windowy... IRMAgent Microsof...
DRPC-140 10.10.40.245 Window... IRMAgent Microsof...
@) pisk
TANK-811 10.10.40.246 Window... IRMAgent Microsof...
=
s Metwork.
iei-SJB8 10.10.40.239 iVEC IRMAgent Ubuntu
General
iei-Standard-PC-i440FX... 10.10.40.93 IRMAgent Ubuntu
1IPMI
win10_Hybrid_Slave 10.10.40.235 IRMAgent  Microsof..
Hardware
win10_Virtual_Master 10.10.40.236  Virtual_R.. IRMAgent  Microsof..
v
Previous II[ Next




Step 4: After selecting the type of chart, click the "Add Widget" button to complete the operation.

Add Widget ©

o Dashboard Metric ° CPU Utilization (Live) e AFL3-W22-Panel-PC

{QJ} cPU Widget Type
Area Chart {
Memory
(&) pisk
—— MNetwork
?H General
IPMI
-

Hardware

Previous ﬂ Add Widget I

Step 5: When the setup is complete, the widget will be added to the last position in the Dashboard

) 3 3 o
iRM e d: @Om
@) Dashboard Dashboard
E5 Add Device @ Dashboard owms - B C @ @
1|} Device Management
Server Health Overview H ‘Shutdown Devices (Recent 10} H
(@ Alert Configuration N
Hostname Tag 1P Address Shutdown Time
=2 Redundancy ~ =
serStandard-PC-440 10104093 12/26/2025 04
3 Fecorery v e winl0 Hybrid Stave 101040235 12/30/2025 02
B 1og ~ @500 TANK wiindows 10 1010.40246 1202442025 05
£ setting . @ oNotreschable ||| winl0 Vitual Master  VinusLRedundancy. 101040236 127162025 11
) winl0 Viral Slave  VitusLRedundancy.  10.10.40.237 1172012025 03
B Repository ~
DRPC-130 viindows 10 101040245 12/08/2025 02: ¥
« e — >
cPU Lnilization (Top 10) H # cPu unilization (Live)
Hostname Tag 1P Address Unilization (%) AFL3-W22-Panel-PC
i 100-
AFLIWZ2-PanelPC  Windows 11 10.10.40.251 4a0%
"
ieSJBA vee 101040239 sa0% o
Ba
s 20
o+
162z 162306 162316 162326
Time
. .
«

Step 6: IPMI Monitor
To display IPMI monitoring information on the Main Dashboard, refer to Section 4.4.3, IPMI Add Widget.
Step 7: Hardware Sensor

To display Hardware Sensor monitoring information on the Main Dashboard, refer to Section 4.1.11.1,
Hardware Sensor Add Widget.
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2.2 Delete All Widgets in the Dashboard

Setup steps: Go to the Dashboard page and click the "Delete All Widgets" button.

) Dashboard

B3 Add Device

1} Device Management
(@ Alert Configuration
& Redundancy

Q Recovery

Bl Log

£3 Setting

B Repository

«

e 8

® o -

Dashboard
@ Dashboard 2c0ums + @ c| 0] 8 ©
Delete all widgets
Server Health Overview H Shutdown Devices (Recent 10) H
Hostname Tag | IP Address ‘ Shutdown Time
.
iei-Standard-PC-i440 10.10.4093 12/26/2025 04:
®3up win10_Hybrid Slave 10.10.40.235 12/30/2025 02
® 6 Down TANKS11 Windows 10 10.10.40.246 12/24/2025 05
® 0 Not reachable win10_Virtual Master  Virtual_Redundancy_  10.10.40.236 12/16/2025 11
win10_Virtual_Slave Virtual_Redundancy.  10.10.40.237 11/20/2025 03:
DRPC-140 Windows 10 10.10.40.245 12/08/202502- ¥
4 — »
CPU Utilization (Top 10) H # cPU utilization (Live) H
Hostname Tag 1P Address Utilization (%) AFL3-W22-Panel-PC
100
AFL3-W22-PanelPC Windows 11 10.10.40.251 440%
=80
iei-SJBB IVEC 10.10.40.239 340% <
5 60
H
E 40
= 20
o

182256 162326 162335

162426 152456 162526
Time

162556 162628

2.3 Refresh

All Widgets in the Dashboard

) Dashboard

S Add Device

[} Device Management
(D Alert Configuration
%= Redundancy

T Recovery

B Log

83 Setting

B Repository

«

Dashboard
@) Dashboard
Server Health Overview
CPU Utilization (Top 10)
Hostname Tag
AFL3-\ -Panel-P( windows 11
iei-SJB8 iVEC

-

®3up
® 5 Down

@ 0 Hot reachable

IP Address Utilization (%)
10.10.40.251 440%
10.10.40.239 340%

e 8

Zcolumas ®| c | ® 0
efresh
Shutdown Devices (Recent 10) H
Hostname Tag | IP Address ‘ Shutdown Time
iei-Slandard-PC-i440. 10.10.40.93 12/26/2025 04: H
Win10_Hybrid_Slave 10.10.40.235 12/30/2025 02
JANKEI ‘Windows 10 10.10.40.246 12/24/2025 05
winl0_virtual Master  Virtual_Redundancy 10.10.40.236 12/16/2025 11
winl0 Viriual Slave  Virtual_Redundancy..  10.10.40.237 11/20/2025 03:
‘DRPC-WII] ‘Windows 10 10.10.40.245 12/08/2025 U’= v
# cPuU utilization (Live) H
AFL3-W22-Panel PC
100
- 80
£
g 80
=
:; 40
g 20
[
6w 16z  lezess  1629% 165 1620w 1620 16295

Time

Setup steps: Go to the Dashboard page and click the Refresh button.

@
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2.4 Select the Layout Mode

User can adjust the layout of the main Dashboard according to their requirements. IRM Dashboard

provides:
e 1 column display
e 2 columns display

e 3 columns display

After selecting one of the three layout modes, all widgets will be adjusted accordingly. Setup steps are

described below:

Step 1: Go to the Dashboard page and click the select layout menu.

Step 2: Select "1 column", "2 columns" or "3 columns" from the dropdown list.

@ Dashboard Dashboard
F8 Add Device @ Dashboard
111 Device Management
Server Health Overview
(D Alert Configuration
%2 Redundancy ~
2 Recovery - oo
B Log ~ ® 6 Down
£ Setting . ® 0 Not reachable
@ Repository ~
CPU Wtilization (Top 10)
Hostname Tag IP Address Utilization (%)
AFL3W22-PanekPC  Windows 11 101040251 440%
ieiSJBE VEC 101040239 340%
.
«

2columns + c W ® @
1 column
Shutdown Devices (f |

Hostname |

3 columns | IP Address Shutdown Time
dard-PC-id40. 10.10.40.93 12/26/2025 04:19
win10_Hybrid_Slave 10.10.40 235 12/30/2025 021
TJANK811 Windows 10 10.10.40 246 12/24/2025 05:
win10_Virtual Master ~ Virtual_Redundancy..  10.10.40.236 12/16/202511:,
win10_virtual_slave Virtual_F 10.10.40.237 11/20/2025 03
bRPc10 Windows 10 10.10.40.245 12/08/2025 02:%

* cPu utilization (Live)
AFL3-W22-Panel-PC
100:

= B0

I

S 60

Utilizatior

a0
20

162256 162356 162456 162556 162656 162756 162856 162956 163126 163256
Time

2.5 Export as PDF File

You can export view from the current dashboard as PDF files and download them to your local computer.

Setup steps are described below:




Step 1: Go to the Dashboard page and click the Export as PDF File button.

e 8

® wn -

@ Dashboard Dashboard
E3 Add Device @ Dashboard fowms-] ® C @ ® ® O
[1] Device Management e
Server Health Overview H Shutdown Devices (Recent 10) H
(@ Alert Configuration :
Hostname ‘ Tag ‘ 1P Address ‘ Shutdown Time
%3 Redundancy v =
iei-Standar 10104093 12/26/2025 04)
Q Recovery V. e3up winl0_Hybrid Slave 10.10.40235 12/30/2025 023
B Log v @ 50ovn TANK811 windows 10 101040246 12/24/2025 05;
€3 Setting G ©0Notreachable || win10 Virtual Master  Virtual Redundancy.  10.10.40236 12/16/2025 11
§ winl0 Virtual Slave  Virtual_Redundancy..  10.10.40.237 11/20/2025 03
@ Repository v
DRPC-140 Windows 10 10.10.40.245 12/08/202502° ¥
. SRascee — »
CPU Utilization (Top 10) : # CcPu Utilization (Live) :
Hostname Tag IP Address Utilization (%) AFL3-W22-Panel-PC
1
AFL3-W22-PanelPC  Windows 11 10.10.40.251 440%
ieiSJB8 iVEC 10.10.40.239 340%
16228 162426 1625% 162726 1678% 163046 16325 163046 163636
Time
« >
«
. H " H H "
Step 2: Showing "Generating View as PDF".
Step 3: Download the view to the local computer.
A RMReport—
Dashboard_2025-123
1.pdf
) Dashboard Dashboard SHSFRINTEAR
£ it neica © Dsshband fam-] @ C ® @ 8 O
N Export as POF
11 Device Managemem
Server Health Overview H Shutdown Devices (Recent 10) H
(D Alert Configuration
Hostname J Tag | IP Address Shutdown Time
%= Redundancy v ~
iet-Standard-PC-i440. 10.10.40.93 12/26/2025 04:
& Recovery i ®3up win10_Hybrid Slave 10.10.40.235 12/30/2025 02
@ Log ~ ® 6 Down TANKB11 windows 10 10.10.40.246 12/24/2025 05:
@ setting o @ 0tot reachable | win10 Virtual Master  Virtual_Redundancy..  10.10.40.236 12016/2025 11
. win10 Virtual Slave  Virual Redundancy_  10.10.40.237 11/20/2025 03
E Repasitory 19 '
DRPC-140 Windows 10 10.10.40.245 12/08/2025 02: %
“ e = v
GPU Utilization (Top 10) i ® cPu Utilization (Live) :
Hostname Tag 1P Address Utilization (%) AFL3-W22-Panel-PC
100
AFL3-\ -Panet- Windows 11 10.10.40.251 440%
= 80
€iSJB8 IVEC 10.10.40.239 340% £
60
E a0
S 20
6 16252 1S 163ds 1G0T 163706 16399
ime
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2.6 Email Current View

You can export the view from your current dashboard as PDF files and email them to a custom Email address.
(Note: This function requires SMTP-related settings to be set up in the "Settings" page). Setup steps are

described below:

Step 1: Go to the Dashboard page and click the "Email current view" button.

« 8. ® w -
@ Dashboard Dashboard
3 Add Device @ Dashboard 2eohmns - ®  C MW @
{li pevice management Export and send email with PDF file
N Server Health Overview H Shutdown Devices (Recent 10) H
(D Alert Configuration
Hostname Tag 1P Address | Shutdown Time
%2 Redundancy v
iei-Standard-PC-1440. 10.10.40.93 12/26/2025 04:02:35 PM
Recover ~
Q o ®3up win10_Hybrid_Slave 10.10.40.235 12/30/2025 02:01:50 PM
Bl tog ~ ® 6 Down TANKS11 Windows 10 10.10.40.246 12/24/2026 06:5413 PM
32 setting o @ Ohotreachable | win10 virual Master  Virtual_Redundancy..  10.10.40.236 12/16/2025 11:41:13 AM
win10 Virtual Slave
& repository y win1o_v ve  Virual Redundancy..  10.10.40.237 11/20/2025 03:30:07 PM
RPC-14( Windows 10 10.10.40.245 12/08/2025 02:26:12 PM
CPU Utilization (Top 10) : # cpuU utilization (Live)
Hostname Tag 1P Address utilization (%) | AFL3-W22-Panel-PC
1
AFLE-W22:PanekPC Windows 11 10.10.40.251 440%
80
isi-6.88 iVEC 10.10.40.239 3.40% =N
1
s 20
o4
162166 162526 162756 163046 163407 163706 163936 164206 164436
Time
«

Step 2: After entering the mail address, click the "Send" button.

Email 8

IRM will export the repert in PDF format and will send it as
attachment to following recipient.

Please enter email address of the person you would like to mail
this report.

o Email Address:  iei@gmail.com
o Send Cancel

If the SMTP settings have not been configured, the system displays an Email Report pop-up indicating that

the email cannot be sent, and guides you to the SMTP configuration path. Click OK to close the message.

Please refer to Section 10.2, “Notification Settings,” for setup instructions.




Email Report

"This action can not be completed, as you have done the SMTP Settings.
j to send mail

settings.

Please go to "Settings-= Motification Settings-= SMTP Settings” to complete the SMTP

OK

Step 3: When "Sending email..." message appears, the mail is being sent in the background.

’t m 7 Sending email to specified email address(s). £ 8 ® wm -
& e &
@ Dashboard Dashboard Notification {73 The report has been successfully sent to specified mail
Add Device
B @ Dashboard fees-] ® C @ ® & O
{11 Device Management
N ‘Server Health Overview H ‘Shutdown Devices (Recent 10)
(D Alert Configuration
Hostname Tag | 1P Address | Shutdown Time
%2 Redundancy v
iei-Standard-PC-i440 10.10.40.83 12/26/2025 04:02:35 PM
@ Recovery v )
®3up win10_Hybrid_Slave 10.10.40.235 12/30/2025 02:01:50 PM
a Log v @ 6 Down. TANKS11 Windows 10 10.10.40.246 12/24/2025 05:54:13 PM
@ Setting v ' 0 Not reachable win10_Virtual_ Master  Virtual_| 10.10.40.236 12/16/202511:41:13 AM
& Repository win10_ Virtual Slave  Virtual_Redundancy..  10.10.40.237 11/20/2025 03:30:07 PM
v
DRPC-140 Windows 10 10.10.40245 12/08/202502:26:12 PM
CPU Utilization (Top 10) H # cPU Utilization (Live)
Hostname Tag IP Address H Utilization (%) AFL3-W22-Panel-PC
100
AFL3W22.PanekPC  Windows 11 10.10.40.251 440%
- 80
iei-SJB8 IVEC 10.10.40.239 340% i;’
§ 60
Sa
> 20
0
165756 165936 165316 165956  1T003 17016 17OISS 17023 170316
Time
«

2.7 Real-time and Historical Data Presentation

IRM provides both real-time and historical data presentation:

1. Real-time Data Widget: Updates your data every 10 seconds after you have added the widget.
2. 24 Hours Data Widget: displays historical data trends of the last 24 hours at any time, updated

once every 60 seconds.

Note: All widgets can be dragged and moved within the Dashboard.
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The Add Device function is used to add devices to IRM for subsequent monitoring, alert notifications, and

remote management. IRM provides different add methods and required settings depending on the device

type. After a device is added, administrators can view its status in the device list and use the related

management functions.

iRM

o Dashboard Dashboard

11} Device Management A

Select Device Type :

All Devices

Network Topology i

LAN Scan

IPMI KVM v E'EI
(@ Alert Configuration

Redundancy v

@ Recovery v i":‘J
B Log v
€§3 Setting v
@ Repository v

& D i ® wm -

Add Device x

PC Client

Install IRMAgent on a Windows or Linux device to enable remote monitoring.

IEI iRIS (Out-Of-Band) Device

Add a IEI Out-Of-Band device (RIS and iRIS2) using its IP address. Administrator credentials
are required to monitor the remote iRIS device.

iVEC Device

Install IRMAgent on an iVEC host and input its host OS administrator credentials to monitor
virtual machines.

IRM supports three device types that can be added for management. On the Add Device page, first select

the device type you want to add:

1. PC Client: Install the IRM Agent on a Windows or Linux device to enable endpoint

monitoring.

£ Add Device

Select Device Type :

i

PC Client

Install IRMAgent on a Windows or Linux device to enable remote monitoring.

iiRISI

i

IEIiRIS (Out-Of-Band) Device

Add a IEl Out-0f-Band device (iRIS and iRIS2) using its IP address. Administrator
credentials are required to monitor the remote iRIS device.

iVEC Device

Install IRMAgent on an iVEC host and input its host 0S5 administrator credentials to
monitor virtual machines.
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3.1 Add Windows Devices

Add Windows Devices to the IRM Workflow
' N

7

1

4

' Windows IRMAgentService ~ - IRMAgent-Windows

Download IRMAgent Installation under All Devices

] ]
g7l I
Step 1 of Section 3.1.1.1 Step 2 of Section 3.1.1.1 Step 3 of Section 3.1.1.1 Step 4 of Section 3.1.1.1
[ Device Management / All Devices Q - © @ C @
O || (®a||[®s]|[Do
& 10.1040.0/23(9)
Dynamic Group O Hostname t Tag IP Address Operating System Category Brand Status
A11(9)
O ® AR -Panel-FC Windows 11 @& 101040251 Microsaft Windows 11 Pro Agent & E © Monitored
IRMAgent-Linux (2)
1PMI(1) O ® pRPc14g windows 10 & 101040245 Microsaft Windows 10 Pro Agent L@ I © Monitored
Installation Failure (0)
VEC(1) O ® TANK-811 Windows 10 & 101040246 Microsaft Windows 10 Pro Agent @ IE @ Monitored
O ® win10 Hybrid Slave Hybrid_Slave_0S @ 101040235 Microsoft Windows 10 BEKE Agent QEMU © Monitored
O ® win10_Virtual Master Virtual_Redundancy_Master @ 101040236 Microsoft Windows 10 B[R Agent QEMU © Monitored
O ® win0 Virtual Slave Virtual_Redundancy_Slave @ 101040287 Microsatt Windows 10 B2 E Agent QEMU © Monitored
\ Page 1 ofl 1-60f6 /

Install the IRM Agent on a Windows or Linux device to enable remote monitoring. After you click this

option, the system displays the “Add Device to IRM (PC Client)” window.

Download IRM Agent: You must install the IRM Agent before the device can be added.

If the download and installation are not completed within 10 minutes, the operation will time out.

(1). Download Windows IRM Agent: Click Download, then select 32-bit or 64-bit to download the installer
to your local computer.
(2). Download and install Microsoft .NET Framework (for Windows 7): Click Download to
open the official Microsoft .NET Framework 4 (Standalone Installer) page, then select the
appropriate language version and download it to your local computer.
(3). Download Linux IRM Agent: Click Download, then select Ubuntu, Debian, or CentOS to download the

package to your local computer.

Copy the IRM Agent package to the device you want to manage. After extracting and running

the installer, you can view the installation status in the device list.




311 Windows Devices

Users of MS Windows device must download IRMAgent to the machine to be installed and extract the

IRMAgent archive on the machine to run the installation program. After successful installation, IRM will be

able to monitor and manage the device.

Step 1: Download IRM Agent

1). Users can select the appropriate IRMAgent installation package.

§_ Add Devices to IRM (PC Client)

IRMAgent must be installed before the device can be added. If the download and installation are not completed within 10 minutes, it will time out.

i == I Download Windows IRWAgent Download »

32-bit
64-bit

Ly Download and install Microsoft _Net Framework (For Windows 7) S

NET

ib I Download Linux IRMAgent Download  »

Step 2: Device Installation

§_ Add Devices to IRM (PC Client)

@ oowriosd mmagent © oevice instatiation

wun
==
uy

p

Detecting device instaliation...

IRM will detect devices in the background. You have two ways to
check the final result:

1. You can wait on this screen for the final result.
2. Go directly to “Device Management™ > “All Devices” to check the
new devices in the device list.




iRM

€ Dashboard

E3 Add Device

I1] Device Management
All Devices
Network Topology
LAN Scan
1PMI KVYM

@ Alert Configuration

%3 Redundancy

T Recovery

B tog

€3 Setting

B Repository

10.10.40.240:8080/irm/

Dashboard All Devices %

3 Add Device
§) Add Devices to IRM (PC Client)

saectoecee: [N
~—— PCClient

E‘J L | installation
=) == i 28 | oownlosd Windows IRMAgent

—— IVEC Device| Nﬁ Windows 7)
(18] d

nstall (RMAQ

el x OO0 &=

A THEZH

10 minutes, it willtime out.

2). Unzip the installer, right click on the installer and select "Run as administrator".

" IRMAgent_Windows_1764666 X + - ol 2y
& = a c J > Downloads > IRMAgent Windows 1764666462268 Search IRMAgent_Windows_176¢  Q
@ New - &% [a8] ()] = T M osort v = View - (B Details
Name Date modified Size
R Galery ~ Earlier this month
| config 12/2/2025 5:07 PM 1KB
> @ OneDrive )
~ Along time ago
. IRMAgent-AMDG4-Setup 11/21/2024 239 PM Application 43,084 KB
M Desktop » X% © @D ] w
| Downloads  # cut Copy  Rename  Share  Delete
] Documents  # ¢+ Open Enter
PR Pictures » [ Send to My Phone
& Music * [ Share with >
13 videos »
7 Pin to Start
> W ThisPC 1 Add to Favorites
> 3 Network CD Compress to.. >
Copy as path Ctrl+Shift+C
/% Properties Alt+Enter
B Editin Notepad
E7 Show more options
2items  1item selected 479 MB

3). Click "Yes" to allow the installer to make changes to your device.




4). Click "Next".

@ IRMAgentService Setup - X

Welcome to IRMAgentService Setup

Setup will guide you through the installation of
IRMAgentService.

Itis recommended that you dlose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue.,

[_Next> ] | cancel

5). Choose the IP address and click "Next".

a IRMAgentService Setup - X

IRM Server IP or Hostname:

10.10.40.50

IRM Client IP Address:

10.10.100.57 w

Mullsoft Install System v3.0 -

|<§ad<_|h_lext>||<:mcd
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6). Enter the Username and Password of IRM.

' IRMAgentService Setup

Enter Usemame & Password
Enter your IRM's username and password to continue.

Please enter your username and password before continuing. ..

Enter Username and Password
Username: [ |
Password: [ |

Nullsoft Install System v3.0

o<mck [Nextz ] conce

7). The IRMAgentService will be installed.

' IRMAgentService Setup
Installing
Please wait while IRMAgentService is being installed.

Extract: gcmEncaryptExtIV128.rsp

Nullsoft Install System v3.0




8). Click "Finish" and you will see the installation status in the device list.

a IRMAgentService Setup

Completing IRMAgentService Setup

IRMAgentService has been installed on your computer.
Click Finish to dose Setup.

Note: You must dick Finish to complete the installation
process.

MRu

G| 5w e

Step 3: Installation Summary

Device added successfully. The device has been successfully added to IRM. You can find it in the device

list under [Device Management] > [All Devices].

§_ Add Devices to IRM (PC Client) e
o Download IRMAgent e Device Installation e Installation Summary
+
=

Device added successfully.

The device has been successfully added to IRM. You can check it in
the device list under "Device Management" > "All Devices".

Add Another Close l I Device Management
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Step 4: Windows Device added successfully.

The device has been successfully added to IRM. You can check it in the device list under "Device
Management" > "All Devices" or "IRMAgent-Windows".

g Q : ® w -
@) Dashboard Dashboard All Devices x

&3 Add Device 1l Dpevice Management 7 All Devices Q  Action + ® W C

1| Device Management A

@ MyNetwork a| | [(®a| [Bs]| (Do
T Devces & 10.10.40.0/23 (8)
&5 10.10.40.238/31 (1) O Hostname 1 Tag IP Address Operating System | Category Brand Status
Network Topology L & Dynamic Group
AI(Q) O ® AFL3W22-Panel-PC Windows 11 @ 101040251 Microsoft Window...  Agent & E © Monitored
Lavscan
TRMAgent Linux (2) O ® precidg Windows 10 @ 101040245 Microsoft Window...  Agent  §'@® IEl © Monitored
1PMI KVM v M c1)
3 O ® TANK-B11 Windows 10 © 101040246 Microsoft Window... ~ Agent & & IEi @ Monitored
@ Alert Configuration Installation Failure (0) g L] onitor
VEC (1)
%3 Redundancy . O winlQ_Hybrid Slave @ 101040235 Microsoft Window... ~ Agent QEMU @ Monitored
T Recovery v ® winl_Virtual Master  Virtual Redundancy_Ma.  10.10.40236 Microsoft Window..  Agent QEmu © Monitored
o]
B Log v @
3 setting " o ® win0_Virtual Slave Virtuzl Redundancy_Slave  10.10.40.237 Microsoft Window...  Agent QEMU © Monitored
g
& Repository v @
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3.1.2 Linux Devices
Users of Linux device must provide administrator account and password to allow IRM to install the
IRMAgent on the remote device. After successful installation, IRM will be able to monitor and manage the

device.

Add Linux Devices to the IRM Workflow
(. _ ) )

Linux IRMAgentService
Installation

IRMAgent-Linux

Installation Summary under All Devices

] :

; ft
- n [ |

Step 1 of Section 3.1.1.2 Step 2 of Section 3.1.1.2 Step 3 of Section 3.1.1.2 Step 4 of Section 3.1.1.2

{1l Device Management / All Devices Q mo- @ @ C ©
@ My Network
2 10.10.40.0/23 (8)
2 10.10.40.238/31 (1) O Hostname 1 Tag IP Address Operating System Brand Status.
= Dynamic Group
Al () O * ieiSJBE IVEC Platform @ 101040239 [Z  Ubuntu IEi © Monitored
IRMAgent-Windows (6)
O ® iciStandard PC440FX-PIX-1996 € 10104093 Ubunty QEMU © Monitored
IPMI (1)
Installation Failure (0)
VEC (1)

ALL L} @5 2o

\ Page 1 of1 1-20f2 /




Step 1: Download IRM Agent

1). Users can select the appropriate IRMA gent installation package.

§_J Add Devices to IRM (PC Client)

o Download IRMAgent

IRMAgent must be installed before the device can be added. If the dewnload and installation are not pleted within 10 minutes, it will time out.
|
i == Download Windows IRMAgent Download »
|
Maroaols Download and install Microsoft Net Framework (For Windows 7) Download
.NET
|
i o I Download Linux IRMAgent Download »
Ubuntu |
Debian
Cent0s

Step 2: Device Installation

1). After the IRMAgent installation package has been downloaded, copy it to the Linux device to be
managed.

» EETRDE x [
iRM :

|

@ Dashboard 255487 ST i

H_] Add Devices to IRM (PC Client) TR = |

B3 Add Device ) o |

Download AMAgent
111 Device Management .

(D Alert Configuration IRMAGent must be added. If d installation 10 minutes, it will time out
%2 Redundancy
i HH | ‘Download Windows IRMAgent Download

) Recovery
E Log

n
€3 Setting e indows 7) Download

NET
B3 Repository

O mrsinmion
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2). In the Linux shell, unzip the IRMAgent installation package.

iei@iei-SIB8:~¢ unzip IRMAgent Linux_1766977299794.z1p
Archive: IRMAgent_Linux_1/669//299/94.z1p

extracting: config.txt

extracting: InstallUbuntuIRMAgent.sh

extracting: UninstallUbuntuIRMAgent.sh

extracting: ReinstallUbuntuIRMAgent.sh

extracting: RedirectUbuntuIRMAgent.sh

extracting: data/CreateRemoveUbuntuIRMAgentService.sh
extracting: data/RemoveUbuntuIRMAgent.sh

extracting: data/CreateRedirectUbuntuIRMAgentService.sh
extracting: data/RedirectUbuntuIRMAgentRegister.sh

3). Use the following command to run the IRMAgent installation program:
“sudo ./InstallUbuntulRMAgent.sh <Client IP Address>"

1e1@ie1-SJB8:~$%

iel@1i SJB8:~$ sudo ./InstallUbuntuIRMAgent.sh 10.
PYTHON_PAIH: /usr/bin/python3
PYTHON_VERSION: 3.10.12

System Information:
CPU: Genuinelntel
CPU Arch: x86_64
0S Name: Linux
0S Version: 5.15.0-1075-1ntel-1otg
Distribution: Ubuntu 22.04

DISTRO_MAJOR_VERSION: 22
DISTRO_MINOR_VERSION: 04
DISTRO_CODENAME : jammy
The following NEW packages will be installed on system:
salt-common-iei 1.0.1
salt-minion-iei 1.0.0
Do you want to continue? [Y/n]
A

4). Enter the IRM Username and Password.

Please enter your IRM's usename and password to continue.
Please enter your IRM's usename:

IRM

Please enter your IRM's password:

1234qwer

5). The installation process will be displayed.

ch process
0/

11.68M --.-KB/s in 0.14

22 (107 MB/s) - ‘IRMAgent-Ubuntu-22-64.tgz' saved [12247040/12247040]

copy file
t version config s

tem/multi-user.target.wants/salt-minion.service -+ /lib/systemd/system/salt-minion.service.




Step 3: Installation Summary

Device added successfully. The device has been successfully added to IRM. You can find it in the device

list under [Device Management] > [All Devices].

" . Q
§ ] Add Devices to IRM (PC Client)
D
Device added successfully.
The device has been successfully added to IRM. You can check it in
the device list under "Device Management” > "All Devices".
Add Another Close l I Device Management

Step 4: Linux Device added successfully.

The device has been successfully added to IRM. You can check it in the device list under "Device
Management" > "All Devices" or "IRMAgent-Linux".

@ irm Lo @m-
@) Dashboard Dashboard All Devices %
3 Add Device 11| Device Management / All Devices Q mwm- @ O C @
Device Management  ~
i © MyNetwork a| | (®y|| | Ps5|| [Po
Al Devices o8 10.10.40.0/23 (8)
o8 10.10.40.238/31 (1) O Hostname 1 Tag 1P Address Operating System  Brand Status
Network Topology ~ &5 Dynamic Group
All(9) O * jei-SJB8 IVEC Platform @& 101040239 [z ubuntu IEi @ Monitored
LAN Scan IRMAgent-Windows (6)
0 dard © 10104093 Ubuntu QEMU © Monitored
IPMI KVM v
1P (1)
(@ Alert Configuration Installation Failure (0)
VEC (1)
%3 Redundancy v
{) Recavery v
E Log v
€3 Setting v
& Repositary ~
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. IEI iRIS (Out-of-Band Management) Device: Add an IEl out-of-band management device (iRIS /

iRIS2) using its IP address, and provide an account with administrative privileges for monitoring.

=5 Add Device

Select Device Type :

i)

PC Client

Install IRMAgent on a Windows or Linux device to enable remote monitoring.

IE1 RIS (Out-Of-Band) Device

Add a IEI Out-Of-Band device (iRIS and iRIS2) using its IP address. Administrator
credentials are required to monitor the remote IRIS device

i

IVEC Device

Install IRMAgent on an iVEC host and input its host OS administrator credentials to
monitor virtual machines.

IEI iRIS Device Installation Installation Summary N ldd
under All Devices
: . '
. | v 1
i.ms|._ =) & EY | tt -
Step 1 of Section 3.1.2 Step 2 of Section 3.1.2 Step 3 of Section 3.1.2 Step 4 of Section 3.1.2
{}1 Device Management / All Devices Q Action = @ o e} @
ARy Btk ALL » a4 Ds o]
&2, 10.10.40.0/23 (8)
62, 10.10.40.238/31 (1) @ Hostname Tag T IP Address Operating System Brand Status
B Dynamic Group
All (8) @ * 10.10.40.250 iRIS Device @ 10.10.40.250 [ IPMI Management System IEl Integration Corp. @ Monitored
IRMAgent-Windows (6)
IRMAgent-Linux (2)
Installation Failure (0)
IVEC (1)
\ Page 1 of1 1-10f1 /

. iVEC Device: Install the IRM Agent on the iVEC host and enter an account with administrative

privileges to monitor iVEC devices.




Add iVEC Devices to the iVEC Workflow

- 2

a n 3 bownload IBMAGent 0 UNUX IRMAGENLC 3 iVEC
Enter Device Information Download IRMAgent > Installation Summary under All Devices
| | H ]
A §ol. | | Ht
Step 4 of Section 3.1.3
111 Device Management s All Devices Q we. ® @ C @
GICAE | (®a) [®s] | [Do
i 10.10.40.0/23 (8)
& 10.10.40238/31 (1) 8 Hostname Tagt IVECVM(s)  IP Address Operating System category Brand Status
Dynamic Group
) o * ieSEe IVEC e @ 10.10.40.239 [ Ubuntu Agent o E © Monitored
IRMAGENt-Windows (6)
1RMAgent-Linux (2)
PMI(1)
Instaltation Failure (0)
\ Page 1 af1 1-161 J

3.2 IEl out-of-band management device

Add an IEI out-of-band management device (iRIS / iRIS2) using its IP address. You must provide an
account and password with administrative privileges to monitor the remote iRIS device. After you click this

option, the system displays the “Add Device to IEIl iRIS (Out-of-Band Management) Device” window.
Step 1: Enter Device Information

You must have administrator privileges to monitor a remote iRIS device.
(2). IP Address*: Enter the iRIS IP address.
(2). Username*: Enter the iRIS user account.

(3). Password*: Enter the iRIS user password.

| E'E Add Devices to IRM (IEI iRIS (Out-Of-Band) Device)

@ creerevice nfomation

Gredentials with administrative rights are required to monitor this remate RIS device.

1P Address * 10.10.40.250




Step 2: Device Installation

%) Adding device(s) to IRM

Dashboard All Devices x Add Device x Alert Configura x
3 Addoevic ) Add Devices to IRM (IEI iRIS (Out-Of-Band) Device) °
@ cntervevice information © oevice instalation
Select D¢

i

~
ol =
2=
i< Detecting device installation...

IRM will detect devices in the background. You have two ways to
check the final result:

1. You can wait on this screen for the final result.
2. Go directly to "Device Management” > All Devices" to check the
new devices in the device list.

Add Another Close ] l Device Management

Step 3: Installation Summary

| E'E] Add Devices to IRM (IEI iRIS (Out-Of-Band) Device) °
. Enter Device Information ° Device Installation ‘ Installation Summary

Device added successfully.

The device has been successfully added to IRM. You can check it in
the device list under "Device Management” > "All Devices".

Add Another Close ] [ Device Management

Step 4: IEI iRIS Device added successfully.

The device has been successfully added to IRM. You can check it in the device list under "Device

Management" > "All Devices" or "IPMI".
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@ irM e 8 Om-

) Dashboard Dashboard Al Devices. x
£ Add Device 1} Device Management / All Devices QA mwm- ® O C O
{1] Device Management A P — =3 (=3 | (s
APy
s 101040238731 (1) O Hostname t Tag 1P Address Operating System Brand Status
Network Topology Oynamic Group
Alig) O * 101040250 RIS Device @ 101040250 (28 1PulI Management System IElintegratio. © Monitored
LAN Scan IRMAgent-Windows (5)
1PMIKVM v
(D Alert Configuration A s 1
ivEe (1)
%2 Redundancy v
) Recovery v l
B g I |
53 setting v l
| & repository v i
«
hitps /101040250 Page [1 oft 1-em

IPMI Device List

The IPMI Device List is the main entry point in IRM for managing IPMI (out-of-band management) devices.
From this list, administrators can centrally view information for IPMI devices that have been added to IRM
(such as Hostname, IP address, Tag, Brand/Model, and Status) and quickly open the device’s IPMI Web

Ul for further operations.

Step 5:

® Open this IPMI device's management interface in your web browser

Click L", icon, it will go to IPMI management interface.

3 Refresh

Logs v
Hardware v
BMC time
Operations - 2025-12-11 14:30:45 UTC
Settings v
e - BMC Information Server Information
Firmware version Serial number Model Product name
1.0.6-20240529172153 5V239001951 IRIS2-2600 1EI-COMPUTE
Manufacturer Manufactured date
1El Integration Corp. 2023-09-12 - 13:42:00
. Serial number 8105 version
Network Information - B6TIARIZ
ethd EC version
Hostname. MAC address 1P address B677ET14
IRIS00187DESBD6GS 00:18:7d:e8:bd:65 10.10.40.250
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3.3 iVEC devices

Install the IRM Agent on the iVEC host, then enter the port and an account/password with administrative

privileges to monitor iVEC devices. After you click this option, the system displays the “Add Device to IRM

(iVEC Device)” window.
Step 1: Enter Device Information

You must have administrator privileges to monitor a remote iVEC device.

(2). IP Address*: Enter the iVEC IP address.

(2). Port*: The default port for the iVEC host is 8089, using an SSL certificate.
(3). Username*: Enter the login username for the iVEC host.

(4). Password*: Enter the login password for the iVEC host.

(5). Confirm Password*: Re-enter the login password for the iVEC host.

After verifying the information is correct, click Next.

. . . Q

§ Add Devices to IRM (iVEC Device)
o Enter Device Information

WP Address " - IP Address

Por®: EDEY @) Use SSL Certificates

Username * : Usernamae

Pasaword *: Password T

Confiem Enter the same passwerg:

Password * ;

Step 2: Download IRMAgent

IRMAgent must be downloaded here and installed in the next step. If the process is not completed within
10 minutes in Step 3, it will time out.
Please refer to Step 1 in Section 3.1.1.2, “Device Installation of Linux Devices,” for installation

instructions.
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§<] Add Devices to IRM (iVEC Device)

o Enter Device Information ° Download IRMAgent

IRMAgent must be downloaded here and installed in the next step. If the process is not completed within 10 minutes in Step 3, it will time out.

io I Download Linux IRMAgent Download »

Step 3: Device Installation

Please refer to Step 2 in Section 4.1.1.2, “Device Installation of Linux Devices,” for installation instructions.

§2J) Add Devices to IRM (iVEC Device)

@ Erter Device nformation © oownload RMAgent © oevice mstallation

[ =

Detecting device installation...

IRM will detect devices in the background. You have two ways to
check the final result:

1. ¥ou can wait on this screen for the final result.
2. Go directly to "Device Management” > "All Devices" to check the
new devices in the device list.

o

Add Another Close ]

[ Device Management




Step 4: Installation Summary

§<J Add Devices to IRM (iVEC Device)

@ enter pevice information © oownioad iRMAgent © oevice instaliation @ nstaliation summary

Device added successfully.

The device has been successfully added to IRM. You can check it in
the device list under "Device Management" > "All Devices'.

Add Another Close I l Device Management

Step 5: iVEC Device added successfully

The device has been successfully added to IRM. You can check it in the device list under "Device

Management" > "All Devices" or "IVEC".

IrM s 8. @ v -
@ Dashboard Dashboard All Devices x
£3 Add Device {11 Device Management / all Devices Q e @ @ C ©
Device M: nt
{1 Device Manageme ~ M = 0 =T Toc
| L & 10104023831 (1) Bl N L et b Qoeratoc o o Beacd S
Network Topology Dynamic Group
Al (9) @ © ieiSJB8 Tank_XM811 e @ 10.10.40.239 2 Ubuntu Agent © I S Monitored
LAN Scan
IRMAgent-Linux (2)
1PMI KVM v Q)
Alert Confi
@ I WEE (1) I
%3 Redundancy v
D Recovery v
B Log v
3 setting v
B Repository »
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Step 6: iVEC VM List

The iVEC VM List provides a centralized view of virtual machines managed by the iVEC host. On this page,
administrators can view basic VM information such as power status, VM Name, Tag, and MAC Address,

and quickly open the VM management interface via the available entry points in the list.

Note: To use the iVEC VM List, go to Settings > iVEC Management to configure or verify the iVEC host
account.
If no account has been configured or the account information is invalid, the system will display a prompt

message:

iIVEC Host Account Not Found or Invalid

o No iIVEC host account is set or the account is invalid. Please go to Sefting > IVEC
Management to set or verify.

OK

Please refer to Section 10.5, ““iVEC Management,” for setup instructions.

|F &) =S @ ALL = 4 = 3 - 3

i £2a 10.10.40.0/23 (10)

B Dynamic Group J Hostname T Tag IVEC VM(s) IP Address Operating.. = Category Brand Status
All (10)
IRMAgent-Windows (8) = © ieiSJBS Tank_XM811 @ 10.10.40.244 [ =] Uburnitu Agent (<] IEi @ Monitored
IRMAgent-Linux (3) IVEC WM list
IPMI (1) O ® ieisiBs z @ 10.10.40.239 2 Ubuntu Agent ¢ IE @ monitored

! Installation Failure (0)
- >
Page 1 of 1 1-20f2
Step 7:

Click the iVEC VM(s) icon to open the iVEC VM List window. This window lists the VMs under the iVEC
host, including VM ID, VM Name, and MAC Address.

To access the management interface for a specific VM, click the external link icon ([Z]) on the right side
Open this VM interface in your web browser: Click mcon, it go to VM Console.

of the VM (tooltip: “Open this device’s management interface in your web browser”). The system will open

the VM’s VM Console in your web browser, allowing the administrator to log in and operate the VM
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- . [><]
(&) iVEC VM list
: iei-SJB8
VM Name Q
VMID T VM Name MAC Address |
al
3 ® win11_25H2 52:54:00:14:a4:17
Open this device’s management interface in your web browser
k] ® win10_Hybrid_Slave —— —r
11 ® win10_Virtual_Master 5] 52:54:00:d2:e1:0e
1
12 ® win10_Virtual_Slave [7  52:54:00:5a:23:f1
18 ® windows_XP [7  52:54:00:72:20:27
20 ® server_2025 [7  52:54:00:a8:fc:ca
24 #® debian-13.2.0-amd64-netinst.iso [7  52:54:00:62:44:3f
32 ® VIvi_clone [2  52:54:00:23:ff:82

. -

Close

Open this VM interface in your web browser: Click E icon, it go to VM Console.

WELCOME TO SERVER MANAGER

T Loca Senver
B Al Severs
#§ File and Storage Services

ROLES AND SERVER GROUPS

File and Storage
1
n Services — _ _

© Manageabiey @ Mansgeaviny @ Manageabity
Events fveets Events
Pectormance | < [ |«
£9A rests Pertormance Petormance
A results A et
i o [P RO A G w0 0

Step 8: iVEC management console.

The iVEC Management Console is the web-based management console of the iVEC host, providing a

centralized entry point for VM management. From this entry point, users can log in directly to the iVEC

Management Console and centrally manage and operate all VMs under the iVEC host.




Note: To use the iVEC Management Console, go to Settings > iVEC Management to configure or verify
the iVEC host account.
If no account has been configured or the account information is invalid, the system will display a prompt

message: -

. . X
iIVEC Host Account Not Found or Invalid
No iVEC host account is set or the account is invalid. Please go to Setting > iVEC
Management to set or verify.
OK
O Hostname * Tag iVEC VM(s) IP Address Operating S.. | Category Brand Status
O ¢ iei-5JB8 Tank_XM811 @ 10.10.40.239 Ubuntu Agent O E © Monitored

Open this device's management interface in your web hmwserl

Step 9:

Open this device's management interface in your web browser: Click icon, it go to iVEC management

console.

+ Create Virtual Machine | v |

s |El VirtualizationEdgeComputer
() Overview Overview

= Virtual Machines (9) v Virtual Machines (9)

® server 2025

# ubuntu-22.04.5-deskt
win10_Hybr
win10_Virtua|_Master

® win10_Virtual_Slave

‘Tg. Data Protection
&1 Images
2 Management

G Preferences

=

Virtual Machines
wint1_25H2
win1_Virtus| Master
win10_Hybrid_Slave
VM
win10_Virtusl_Slave
server_2025
ubuntu-22.04 S-desklo.

debian-13.2.0-amd64-n.

Network
Received Data Rate (Top 5)

Virtual Machines

Runfing

Status Change Logs (Recent 10 Activities)
Status

® Running

® Running

® Running

Powered off

Powered off

Powered off

Powered off

Powered off

Suspended

0

05 Version
Microsoft Windo.
Microsoft Windo.
Microsoft Windo.
Generic

Microsoft Windo.
Microsoft Windo.
Ubuntu 2204 (Ja_

Generic

Powered off

6

Status Change Time
202501211 09:5510
2025/12/11 00:5504
2025/12/11 095501
2025/12/11 00:42:44
2025/12/09 13.08:42
2025/12/02 094711
2025/11/28 161551

2025117271751

Transmitted Data Rate (Top 5)

Virtual Machines

Logical Cores

24

Allocated vCPUs

12

Memory

Provisioned Memory

27.0s

Allocated Memory

20

Storage
Read Data Rate (Top 5)

Virtual Machines

Top 5 VMs by CPU Utilization
Virtual Machines Utlization (%)

win10_virtual_Master
‘Win10_Hybrid_Slave
Wwin11.25H2

Top 5 VMs by Memory Utilization
Virtual Machines Utilization (%)

win11_25H2 -—
win10_virtual_Master -—

Win10_Hybrid_Slave -

Write Data Rate (Top 5)

Virtual Machines
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4

4 Device Management




4.1 All Devices

The Device Management page provides a list of all the devices currently managed by IRM, along with their

brief information and associated status. Users can quickly find the device and find out their current status

using the Device Management page.

) IRM

@ Dashboard

Add Device

[ pevice Management
Network Topology
LAN Scan
IPMI KVM

(@) Alert Configuration

E Redundancy

) Recovery

El Log

£33 setting

B Rrepository

<«

Dashboard

{l1 Device Management / All Devices

I @ My Network
DL g 10.10.40.0/23 (8)

Es Dynamic Group
| All(9)
IRMAgent-Windows (6)
IRMAgent-Linux (2)
1PMI (1)
Installation Failure (0)
VEC (1)

All Devices

L & 10,1[140233‘31 i a

@]

@]

(@]

40

ALL =3 Do

Hostname

# 10.10.40.250 o

@ AFL3-W22-Panel-PC
@ DRPC-140

& TANK-811

@ iei-S.B8

M

® ici-Standard-PCi440FX-PIIX-1996

® win10_Hybrid_Slave

® win10 Virtual Master

® win10_Virtual_Slave

8

i

®|m -

0.2 99090

Tag

iRIS Device ‘_e
Windows 11
‘Windows 10
‘Windows 10

Tank_Xm811

Virtual_Redundancy_Master

Virtual_Redundancy_Slave

8B B B R B B B ®

®

Status
© Monitored
© Monitored
© Monitored
© Monitored
© Monitored
© Monitored
© Monitored
© Monitored

© Monitored ¥
>
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4.1.1 Host Name

The Host name not only distinguishes different devices through Dynamic Group, but also displays the

current connection status with the IRM through different indicator light colors.

4.1.2Tag

The Tag column displays device classification information to help users quickly identify device.

4.1.3 Status

Users will know whether the device is currently being monitored by IRM by looking at the Status column.

Additional IRMAgent must be installed for it to be monitored via IRM.

4.1.4 Add Device

Users can add devices to IRM management via the Add Device feature. To add devices, follow the steps

below:




Step 1:

Click the "Add Device" button.

IRM

@ Dashboard

Add Device

'“ Device Management
Network Topology
LAN Scan
IPMI KVM

(@ Alert Configuration

Redundancy

(} Recovery

B Log

83 Setting

@ Repository

«

Dashboard

'“ Device Management / All Devices

@ My Network

" &% 10.10.40.0/23 (8)
2, 10.10.40.238/31 (1)

= Dynamic Group
RG]

All Devices X Add Device x

AL D4 Ps Do

O Hostname 1 Tag

1 IRMAgent-Windows (6)

B 1PMI(1)

1 IRMAgent-Linux (2)

No devices found

[' Installation Failure (0)

L ivec (1)

Page ¢ of 0 No devices to display

[

® mu

Q Action ¥ W C @

Add Device

Status

Step 2:

IRM will redirect you to the Add Device Page.

Refer to Section 3.1 8! AT BAE

@) Dashboard

Add Device

|11 Device Management
Network Topology
LAN Scan
IPMI KVM

(D) Alert Configuration

% Redundancy

Q) Recovery

E] Log

83 setting

@ Repository

«

Dashboard

w

i

Add Device x

Add Device

Select Device Type:

i

i

5

PC Client

Install IRMAgent on a Windows or Linux device to enable remote monitoring.

IEI RIS (Out-Of-Band) Device

Add a IEI Out-0f-Band device (iRIS and iRIS2) using its IP address.
Administrator credentials are required to monitor the remote IRIS device.

IVEC Device
Install IRMAgent on an IVEC host and input its host OS administrator
credentials to monitor virtual machines.

®|m| -
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4.1.5Remove Device

Users can use the Delete Device button to remove devices from the list of IRM managed devices, and

remove the related data as well.

4.1 .6 Refresh

Refresh is used to update the device list and displayed information on the All Devices page. When device
status changes (e.g., connection or monitoring status) or after adding/removing devices, users can click

Refresh to retrieve the latest data.

4.1.7Help

Click the Help (?) icon in the upper right corner of the All Devices page. The system will automatically open
the online user manual and redirect you to the corresponding instruction page to help you quickly

understand how to use the functions.

4.1.8 Search

The Search field at the top-right of the All-Devices page allows users to quickly filter the device list by
keywords. Supported search keys include Hostname, IP address, and Device tag. (Placeholder: Hostname,

IP address, Device tag)

4.1.9 Action

The Action dropdown (top-right of All Devices) provides operations for the selected device(s). Select one or
more devices in the list, then choose an operation from Action. Available actions may vary depending on

device type, current status, and user permissions.

4.1.9.1 Power Control:

You can power control the remote unit, such as performing power-off or restart. Click the "Action" button
and select "Power Control" to perform the action.

Power Off : Shuts down the selected device.

Restart : Restarts the selected device.

4.1.9.2 Remote Access:
Provides remote access entry points for the selected device(s) (options depend on device capability and
system configuration).

RDP: Connect to a Windows device via Remote Desktop (requires device support/enabled).

VNC: Connect via VNC (requires device support/enabled).
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SSH: Connect to a Linux device via SSH (requires device support/enabled).

Note: If an option is grayed out, it indicates the device does not support it or it is not enabled.

4.1.9.3 Export as PDF:

Exports the selected devices/list information as a PDF for archiving and sharing.

4.1.9.4 Email as PDF:

Sends the PDF report via email (SMTP/notification settings are required).

Note: If all devices show turned off, the default gateway may have changed. Confirm the network settings
on the IRM Server.

Step 1: Log in to IRM Server Management Console and open "Network & Virtual Switch".

Step 2: Check the network ports that can reach the Internet.

Step 3: Manually select the network port that can reach the Internet.

4.1.10 Quick Menu

On the Device Management page, users can select a target host in the device list and right-click to open
the quick menu.
The context menu provides multiple actions, including Delete, Restart Remote Agent

Service, Redirect to IRM, Power Control, Hardware Settings, Remote Login Control, and Recovery.

« 8 ® m -
@) Dashboard Dashboard All Devices x
£3 Add Device {11 Device Management / All Devices Q  acton ®@ w C O
Device Management .~
1 — @ My Network ALL 2 3 @6 20
All Devices 1. & 10.10.40.0/23 (8)
L g2, 10.10.40.238/31 (1) O Hostname t Tag Status
Network Topology - Dynamic Group O ® 10.10.40.250 iRIS Device &  © wontored &
L AN(9)
LAN Scan IRMAgent-Windows (6) | () # AL 3W22-Panel-PC Windows 11 @  © wonitored
IRMAgent-Linux (2)
IPMI KVM
v 1PMI (1) & ® DRPC140 © 9 wonitored
@ Alert Configuration Installation Failure (0) Delete >
IVEC(1) 0 ® TANKS811 Restart the remote Agent service © @ wonitored
% Redundancy ~
O * jei-sJB8 & @ wonitored
) Recovery ~
O ® iei-Standard-PC-i440FX-PlIX-19) & @ wonitored
B Log ~
3 Setting " O ® win10Q Hybrid_Slave & @ wonitored
@ Repository ™ O ® win10_virtual Master Virtual_Redundancy_Master & 9 wonitored
O ® win10 Virtual Slave Virtual_Redundancy_Slave © @ wonitored
A4
4 [
« Page 1 of 1 1-90f9

4.1.10.1 Delete
User can use the quick menu to delete any device and remove it from management, or delete the remote

Agent and remove the device from management.
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4.1.10.2 Restart the remote Agent service

Users can use the quick menu to restart the remote Agent service (Linux devices only).

4.1.10.3 Redirect

Users can use the quick menu to redirect to IRM (Linux devices only).

Redirect IRM o

Username *

IRM

Password *

@® IP Address O FQDN
IP Address *

10 - 10 - 40 - 80
Transport Protocol *

http -
Port Number *

8080

1. Username*: Enter the IRM username for redirection.

2. Password*: Enter the password for the IRM username.

3. IP Address or FQDN*: Enter the target IRM IP address or FQDN.

4. Transport Protocol*: The default protocol is HTTP. You can select HTTPS if needed.
5. Port Number*: Enter the port number (HTTP: 8080, HTTPS: 443).

After verifying the information, click Confirm. The device will be redirected to the specified IRM host and
added for management.
4.1.10.4 Power Control

Users can use the quick menu to power off or reboot any device.

4.1.10.5 Hardware Setting (Watchdog Timer)
Hardware Setting (Watchdog Timer) is used to configure the device Watchdog Timer. A watchdog timer is a
hardware/system protection mechanism that can automatically trigger a recovery action (such as a reboot)

when the system becomes abnormal or unresponsive, improving device stability and availability. user can

configure watchdog-related parameters here and apply them to target devices.
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Note: Watchdog Timer (Physical Windows devices only), Users can configure it through the quickt menu.

Watchdog Timer (WDT) Setting .

(1) These settings will be applied to the client, replacing the current WDT
settings.

(2) These settings will be automatically reapplied after the client reboots.

(3) Pleaze disable or extend the WDT interval before processing the Windows
update.

(4) The end-user application must manually send WDT interruptions if the end
user enables WDT and disables "Auto Send WDT Interruption”.

WOT Switching: @& Enable O Disable
WOT Timer Interval (seconds): 60

Auto Send WDT Interruption: (] Reload Timer

Apply Setting

WDT Switch:

Enable: Enables the Watchdog Timer. Enable it only when you need to test system stability or
prevent the system from hanging without automatically rebooting.

Disable: Disables the Watchdog Timer. For general testing or while performing OS/driver installation
or updates, it is recommended to temporarily disable it.

WDT Timer Interval (seconds): In WDT Timer Interval (seconds), enter the time value. The range 0
~ xx specifies the allowed watchdog timeout period. If no “reload timer” signal is received within the
specified seconds, the Watchdog will determine that the system is unresponsive and trigger the
default action (usually a reboot). Click Apply Settings to start the countdown.

Auto Send WDT Interruption: Automatically sends WDT interrupts.

Enable: Select Reload Timer. The Agent will periodically send WDT signals to automatically reload
the timer.

Disable: Clear Reload Timer. The Agent will not send WDT signals automatically. In this case, your

application must send WDT interruptions periodically; otherwise, the WDT will reboot the system

when the timer expires.




4.1.10.6 Remote Access

Users can use the quick menu to remotely access Windows devices (supports RDP and VNC) and Linux
devices (supports VNC and SSH).

Note: VNC software must be installed separately.

4.1.10.7 Recovery
IRM supports recovery for IEI physical hosts. The host to be recovered must have OKR2 installed in
advance.

Please refer to Section 8.1, “Remote Recovery,” for installation instructions.

g E H ® o~
@ Dashboard Dashboard All Devices x
{3 Add Device {l1 Device Management / All Devices Q wxw. ® @ C O
Device Management
fh I () R ALL 27 B3 @0
Al Devices & 10.10.40.0/23(10)
g Dynamic Group (O Hostname t Tag IP Address Operating Syst.. | Category Brand Status
Network Topology All(10)
IRMAgent-Windows (6) [ ® AFL3-W22-Panel-PC Windows 11 @ 101040251 Microsoft Windo..  Agent g E @ Monitored
LAN Scan IRMAgent-Linux (3)
1PMI(1) ® ® DRPC140 Windows 1 Microsoft Windo.. Agent §'@ IE @ Monitored
EMIKVAS &7 Instalation Failure (0) Delete »
) O ® TANKS811 Windows 1 Restart the remote Agent service Microsoft Windo.. A g IEi @ Monitored
(D) Alert Configuration VEC(2) ) g ®
E Redundancy - O @ win10 Hybrid Slave Microsoft Windo..  Agent QEMU @ Monitored
) recovery ) ® win10 Virtual Master  Virtual_Re¢ Microsoft Windo..  Agent QEMU @ Monitored
@]
@ Log v
@ Setting ) O ® win10_Virtual Slave Virtual_Redundancy_Sla..  10.10.40.237 Microsoft Windo..  Agent QEMU @ Monitored
4
B Repository ~ €
«
10.10.40.240:8080/irm/# Page 1 ofl 1-60f6 )

IEI System Monitoring Module
The IEI Intelligent System Management Module (iSMM) is a system health supervision application which
utilizes sensor chips on IEI motherboards to track CPU and system temperatures, fan speed, watchdog

timer, digital 1/0 status and system event.

Users can add gadgets to the dashboard to continuously monitor the health of the H/W device.
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@ Dashboard Dashboard All Devices x
3 Add Device [11 Device Management / All Devices Q - @ @ C O

Device Management
W ! T L@ myneto al| (7| (23] [®o

8, 10.10.40.0/23(10)

- Dynamic Group O Hostname T Tag IP Address Operating Syst.. | Category Brand Status
Network Topology All(10)
IRMAgent-Windows (6) O @ AFL3-W22-Panel-PC Windows 11 @ 101040251 Microsoft Windo... Agent & e @ Monitored
LAN Scan IRMAgent-Linux (3)
1PMI (1) O ® pRPC140 Windows 10 & 101040245 Microsoft Windo.. | Agent &' JIE @ Monitored

ERATIVEA ~ Installation Failure (0)
@ Alert Configuration VEC(2) O @ 1ANKS11 Windows 10 @ 101040246 Microsoft Windo.. | Agent &' @ [ IEi @ Monitored
% Redundancy . O ® win10_Hybrid_Slave & 101040235 Microsoft Windo... | Agent QEMU © Monitored
ﬂm Recovery ~ # win10_Virtual Master  Virtual_Redundancy_Ma. 10.10.40.236 Microsoft Windo..  Agent QEMU ©  Monitored

]
E Log ~ ©
@ Setting o ® win10_Virtual_Slave Virtual_Redundancy_Sla.. 10.10.40.237 Microsoft Windo... Agent QEMU @ Monitored
=}
@ Repository ~ &
« Page 1 of 1 1-60f6
Go to Sensor ICO
Go to Device Management > All Devices > Dynamic Group > IRMAgent-Windows.

Icon Module Name Description H/W Monitoring Notes

5
£

®

Recovery

OKR2 Remote

Temperature Sensor

Fan Speed Monitoring

Indicates that this IEI physical host supports hardware temperature sensor
monitoring by IRM. The actual available items vary by model, but CPU Temp

and SYS Temp are common items.

Indicates that this IEI physical host supports fan speed monitoring by IRM,
which can be used to observe cooling performance and verify whether the

fans are operating properly.

Indicates that OKR2 has been installed and enabled on this IEI physical

host. Remote recovery can be performed via IRM — Remote Recovery.

- CPU temperature

- System temperature

- Power temperature

- CPU Fan

- Sys Fan

- OKR2 installed and

enabled on the host

only support IEI PCs for

Windows system

only support IEI PCs for

Windows system

only support IEI PCs for

Windows system




4.1.11.1 Hardware Sensor Add Widget

Go to the Dashboard page and click the "Add Widget" button.

@ Dashboard

Add Device

{11 Device Management
(D Alert Configuration
E Redundancy

) Recovery

B Log

3 setting

E3 Repository

Dashboard

Utilization (%)
5 8 B8

5

@ Dashboard

[ | @
i E 1/IntegrationiCorp.

®IRM -

m‘m.c - 8 o

| IP Address ‘ Hostname

IP Address

All Devices x
Server Health Overview Shutdown Devices (Recent 10)
Hostname Tag
TANKS11 Windows 10
®7up win10 Virtual Slave Virtual_Redundancy...
@3 Down DRPC-140 Windows 10

® 0Not reachable

# cpu utilization (Live)

AFL3-W22-Panel-PC
00

10104015
10.10.40.2
10.10.40.2
10.10.40.3
10.10.40.3

1010405%
»

4.1.11.2 Dashboard Metric

After adding the widget, you can use Dashboard Metrics to configure which hardware sensor metrics to

display on the dashboard. In the Dashboard Metrics window, click Hardware on the left side.

[ Add Widget

@ oashooard metric

{0k cru

(%58 Memory

®) oisk

ﬁ'% Network

@ General
IPMI

Hardware Sensors (Live)

This widget displays data from all sensors on the managed device

Hardware Sensor (Live)

An area chart displaying the specific sensor vaiue of the managed
device, This widget will keep updating according to the interval between
real-time scans

Hardware Sensor (24H)

An area chart displaying the specific sensor value of the managed
device over the past 24 hours

Hardware
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4.1.11.3 Hardware Sensors (Live)

Step 3: In the Add Widget window, after selecting the Hardware category, you can choose one of the
following three H/W Sensor widgets as needed: :

Hardware Sensors (Live): Displays real-time values of all supported hardware sensors on the
managed device in a table view. By default, all supported sensors and the layout are preloaded,
and users cannot customize which sensors (information) are displayed.

Hardware Sensor (Live): Displays the real-time value of a single hardware sensor in an area
chart and updates automatically based on the scan interval.

Users must customize the sensor (information) to be displayed and the layout.

Hardware Sensor (24H): Displays the historical trend of a single hardware sensor over the past
24 hours in an area chart. Users must customize the sensor (information) to be displayed and

the layout.

Note 1:
The hardware sensors supported by Hardware Sensor may vary across different IEI IPC models.
However, the CPU Temp and SYS Temp sensors are common to all supported models. These sensors are

available only on IEl physical IPC hosts; virtual machines (VMs) do not support hardware sensor

display.
The system lists IEI physical hosts that support iSMM. Select the host you want to monitor, and then click
Next.
=1 : Q
Add Widget
@ o=shboard Metric @) Harduare sensors (Live)
@ cPU Hostname IP Address Tag Managed by | Operating S.. |
DRPC-140 10.10.40.245 Windows 10 IRMAgent Microsaft Wi... |
Memory
@ AFL3-W22-P.. 10.10.40.251 Windows 11 IRMAgent Microsaft Wi...
Disk
TANK-XMB11 10.10.40.246 Windows 10 IRMAgent Microsoft Wi...
=
e Network
ir! General
IPMI
E=] Hardware

Previous Next




4.1.11.4 IPC Hardware Sensors (specific sensor)

Add Widget ©

. Dashboard Metric ° Hardware Sensor (Live) e TANK-811

@ CPU Hardware Sensor
‘ Cpu Fan
oo Memory
J Sys Fanl
@ Disk
| O SysFan2
E— Network
ggg
(O CpuTemp
General
O Sys Templ
1Pl
==
O Sys Temp2

|| E=] Hardware
(J  Sys Temp3(BP)

Previous l l Next l

1. After entering the Hardware Sensor list, the system automatically displays all hardware sensors reported
by iISMM for the selected host.
2. Select a single sensor item to monitor from the list, for example, “CPU Fan”.

3. After confirming your selection, click Next to continue with the layout configuration and complete the

addition.




4.1.11.5 Widget Type

Add Widget

@ oashboerd Metric @ Hardvare sensors (Live) © mucxmen

Widget Type |

{@]& CPU

Memery

Grid

Disk

@

i

Network

im]
im}
=]

General

IPMI

il =

Hardware

m

Previous ] ’ Add Widget I

After selecting the type of chart, click the "Add Widget" button to complete the operation.

This section describes the available widget types for iSMM.

Type

Description

Scenario

Limitation

Hardware Sensors (Live)

— Table

Displays real-time values and status of all supported

hardware sensors on the device in a table..

Routine inspection of multiple sensors

(CPU/system temperature, fans, voltage, etc.).

No trend chart and no historical

data

Hardware Sensor (Live)

— Single-line Area Chart

Plots a real-time trend chart for a single sensor.

Observing short-term fluctuations of a single

sensor and early warning signs before an alert.

Supports only one sensor at a time

Hardware Sensor (Last 24 Hours)

Displays the historical trend of a single sensor over

Reviewing daily peaks/lows, offline periods, and

Single sensor only; the time window

— Single-line Area Chart the past 24 hours. cooling effectiveness. is fixed at 24 hours.
© Hardware Sensors (Live) TANK-811 E © Hardware Sensor (Live) - Cpu Fan E © Hardware Sensor (24H) - Cpu Fan E
Sensor Name Value TANK-811 TANK-811
a 22000 22000
Cpu Fan 0 RPM
S17600 17600
Sys Fanl 0RPM e e
= 13200 = 13200
Sys Fan2 0RPM E‘_ g
& 8800 & 8800
o 5 =
Cpu Temp 0°Cc & 4400 5 4400
Sys Templ 52°C . + T + T T )
13:36:58 133718 13:37:48 13:38:08 13:3838 1348 1752 2018 2245 0112 0338 0604 0832 1059 1327
Sys Temp2 53°C Time Time




4.2 Network Topology

IRM provides visual network topology to quickly present the managed device's network structure,

automatically groups devices based on device information, and changes status icons according to the current

real-time status.

@ Dashboard

[B Device Discovery

“' Device Management
All Devices
Network Topology

() Alerts Configuration

E] Logs v

€3 Settings v

«

g Q @ amin ~
Dashboard Network Topol... x
{1 Device I Network 1P address &/ Ping Status ac B 2 0
i@ My Network
& 10.10.100.0/23 (1)
| & 1010400723 (1)
< Dynamic Groups
B All(2) =
- B IRMAgent-Windows (2) i
B IRMAgent-Linux (0) 10.10.100.225 My Network

B11100691-N

10.10.40.0/23
-l .
i)

10.10.40 36
B11100695-N

1. My network shows different subnet groups

2. Dynamic Groups will automatically sub-group according to subnet, operating system and other

information

I

Device Name
IP address of the device

Current status of the managed device (Power On, Power Down, or network outage)

Device Discovery
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With IRM, you can use the Lan Scan feature to discover the network you're in. Lan Scan allow users to
discover computer devices on the current network based on the scan range they set up and quickly. On the
Lan Scan page, users can start scan, stop scan, reset, query scan history, filter scan results, generate scan
result reports, and send current view as Email.

IRM supports the following two search types:

. IP range
: Subnet
i
| @ irm & 0 @m-
@) Dashboard Dashboard LAN Sean X Network Tepol. x
B AddDevice 11 Deviee Management /LaN Scan Qe @ 8 o
1] ~ -
Search Condition: O Hostname 1P Address Role os Status Progress
All Devices ® 1P Range
O Subnet
Network Topology
e
0w a0 1 06
1PMI KM v " jourd

End Address

(@) Alert Configuration 0 1w [s0 | 25
2 Redundancy v T

T Recovery ~

B o v

£33 Setting ~

Cancel Scan
Reset All
2 Repository " (0 Scan only IPMI devices
History (Last 5 reconds)
2051226174613

| 202512:2617:4603

2025122617244

Page of0 Mo devices to display

4.2.1.1 Start Scan

If the user clicks the "Start Scan" button, IRM will start scanning all the devices within the IP range or in the

subnet. During the scan, discovered devices are placed in order from the top down.

To scan a specific IP range, follow the steps below:

Step 1: Select the IP range.
Step 2: Enter the starting IP address.

Step 3: Enter the ending IP address.

Step 4: Click "Start Scan".




(D Alert Configuration

IPMIKVM v

%3 Redundancy -
L Recovery v
& Log v
83 Setting v
g Repository v

&

10.10.40.1 1 24 o

Cancel Scan
Reset All
O Scan only IPMI devices

History (Last 5 records)

H202512-26 172414

Page of0 No devices ta display

@ Dashboard Dashboard LAN Scan X
3 Add Device [1] Device Management / LAN Scan Q  Aaldevices - [EG)]
|| Device Management .
Search Condition: O Hostname IP Address Role os Status Progress
N
O Subnet
Network Topology
s
(D) Alert Configuration e
Breew v [ ]
Q) Recovery v
Cancel Scan
Bl Log -
& settng Reset All
£ Repository . (Oscanonlyipmi devices
History (Last 5 records)
20251226 17:2414
« Page of0 No devices to display
To scan a specific subnet range, follow the steps below:
Step 1: Set the subnet.
Step 2: Enter the CIDR, default is 24.
Step 3: Click "Start Scan".
IRM e o @ w -
@ Dashboard Dashboard LAN Scan %
Add Device 1}l Device Management / LAN Scan Q,  Alldevices - 2 @
1|} Device Management
Search Condition O Hestname 1P Address Role os Status Progress
All Devices O IP Range
RN [ 1®
SubnetiD;

NOTE: IRM uses ICMP protocol to search for devices within a specified IP address range. If the target
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enable ICMP requests on the target device.

device does not allow ICMP requests, IRM will not be able to find the target device. To support IRM search,

and Security » Windows Firewall

%v[o » Control Panel »

Control Panel Home

Allow a program or feature

through Windows Firewall
®) Change notification settings

&) Turn Windows Firewall on or

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through the Internet or a network.

How does a firewall help protect my computer?

What are network locations?

Action Center
Network and Sharing Center

off
. N
Restore defaults @ Home or work (private) networks Connected (&)
I ) Advanced settings I° Networks at home or work where you know and trust the people and devices on the network
Troubleshoot my network
Windows Firewall state: On
Incoming connections: Block all connections to programs that are not on the
list of allowed programs
Active home or work (private) networks: =) Network 2
Notification state: Notify me when Windows Firewall blocks a new
program
Public networks Not Connected (¥)
See also

& Windows Feemtwh AbAOCS Socneny

RARRRRRERE]
§

Ifif?if?ifi?ff?ffif?fé g §§§'
P

IERERERRRRRRRRRERRRRRRERE R R 4

CEEFRRREREREFEEREFEE

¢
H

Settings" button to set up (as shown below).

Prot

™
T
o |
T

0!

T

1’(9l
B |

Fle Acton View Help
s 2@ /860
8 tom e v
=M“:;l Frovess Group Profie Enabled
5 Connection Secunty Rules Domun
B, Montonng »
y A
Oampin A Yer
[/ e A Yes
Dampa A Yer
[/ A Yes
O armpsn ~ Yer
Oarprn A Yer
Qarmpsn A Yer
O armphusdp A Yer
@ BranchCache Content Retrieval (HTTP-In) BranchCache « Content Retr.. A% No
@ BranchCache Hosted Cache Server HTTP-) BranchCache - Hosted Cach. AR Yo
@ BrnnchCache Peer Duscovery (WSD-In) BranchCache - Peer Discove.. A% No
@ Connect to » Network Projector (TCP-In) Connectto s Network Proje..  Pravate, Public  No
@ Connectto 3 Network Projector (TCP-In) Connect to s Network Proje..  Doman No
@ Connectto s Network Projector (WSD Everts-dn) Connectto s Network Proje.  Pravate, Publc  No
@ Connectto s Network Projector (WSO Everts-ln) Comnectto s Network Proje..  Domumn No
@ Connectto s Network Projector (WSO EventsSecure-1n) Connectto s Network Proje..  Pravate, Pubbe  No
@ Connect to s Network Projector (WSO EventsSecare-n) Connect to s Network Proje..  Doman No
@ Connectto s Network Projector (WSD-3n) Connectto s Network Proje.. AN No
@ Core Netaorking - Destaation Uneeachabie GCMMNA-In) Core Networking A Yer
@ Con - O Frag Need. CoreN 9 A Yes
(0 Core Networking - Dynareic Host Configruration Protocel (DHCP-_. Core Networking ~ Yes
@ Core N g - Dymamic Host Config for V6. Core N 9 a Yes
@ Coee g - Iternet Group g wP-ln) Core N 9 A Yes
© Core Networking - PHTTPS (TCP-4n) Core Networking A Yer
@ Core Networking - B06 QA1) Core Networking A Yer
@ Core Networking - Mumscant Listener Done GEMNVE-In) Core Networking An Yer
B v - M s | itener Ousry 0D 12 Cove. An Yoo

L]

NOTE: MS Windows firewall rules will also affect IRM and treat target device as unsupported device. To

solve the problem, go to Control Panel> System & Security> Windows Firewall. Click the "Advanced
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» Control Panel » System and Security » Windows Firewall

[ 43| Search Controt Panet

Control Panel Home

Allow a program or feature

through Windows Firewall
®) Change notification settings

&) Turn Windows Firewall on or
off

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer

through the Internet or a network.
How does a firewall help protect my computer?
What are network locations?

Restore defaults @ Home or work (private) networks Connected (&)
I ® Advanced settings IO Networks at home or work where you know and trust the people and devices on the network
Troubleshoot my network
Windows Firewall state: On
Incoming connections: Block all connections to programs that are not on the
list of allowed programs
Active home or work (private) networks: & Network 2
Notification state: Notify me when Windows Firewall blocks a new
program
l @ Public networks Not Connected @‘
See also
Action Center
Network and Sharing Center
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4.2.1.2 Stop Scanning

During a scan, the user can click the Cancel Scan button to stop the scan.

IRM

@) Dashboard

E3 Add Device

1]} Device Management
All Devices
Network Topology
1PMI KVM

(@ Alert Configuration

Redundancy

Q) Recovery

E) Log

83 Setting

B Repository

«

Dashboard LAN Scan x
1} Device Management / LAN Scan
Search Condition: O Hostname
(O B11400323-P

O B10801307-N

Subnet D
0.4 1 2 O CLWNAS
O IRM410E
‘ SN ‘ O B11301366-P

(O DELL-LATITUDE-7

‘ Reset All ‘ O B11400027-N

O IRM-TSI-410X

. Scanning (2%) O B10800116-P

Searching...

O A1112038-P

History (Last 5 records) O ANDY-NAS

(O DESKTOP-DQE63SQ
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1-260f26

Role

0s

Qa

Status

All devices.

®

Progress

Scanning,

Scanning

Scanning

Scanning.

Scanning.

Seanning

Seanning

Scanning

Scanning

Scanning.

Scanning.

Seanning...

[ZENO]

4.2.1.3 Resetting

The user can reset the settings after the scan is completed or after having clicked on the scan history. When

the Reset All button is clicked, the contents of the table on the right side of the screen will be cleared.

IRM

@) Dashboard

Add Device

111 Device Management
All Devices
Network Topology
IPMI KVM

(@ Alert Configuration

Redundancy

Q) Recovery

B Log

€3 Setting
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«

Dashboard LAN Scan x

I{ Device Management / LAN Scan

Search Condition: O Hostname
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B11400323-P
© subnet o

() B10801307-N
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10.10.401 724 O CLW-NAS
O IRM410E
O B11301366P
‘m‘ (O DELL-LATITUDE-7
O B11400027-N
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History (Last 5 records) O B10800116-P
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10.10.40.84
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Status
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4.2.1.4 Scan History

IRM maintains a scan history. Users can view the last 5 scans in the history pane of the left column

iRM £ 0t Om-
@ Dashboard Dashboard LAN Scan x
E3 Add Device ||| Device Management / LAN Scan O [Ridwces = ®
Device Management  ~
i Search Condition: 2/0 Hostname 1P Address Role os Status Progress
All Devices @ FRange
= ) 101040230 10.10.40.230 Device Linux New Device © Completed
Network Topology
Start Address O IRMTSH10X 10.10.40.231 2 Nas ars New Device © Completed
R
End Address O PPC2-CW22EHL 10.10.40.232 Device Unknown New Device © Completed
1PMIKVM v
0 10 L4 25 - _ :
® s O 101040235 101040235 Device Microsoft Windows 10 BEHE Already Added © Completed
[ swsan |
%3 Redundancy v L TR0 1wz 1010.40239 Device Ubunty Aeady Added © Completed
Q Recovery v i O TSH410X-DEMO 10.10.40240 2 Nas ats New Device © Completed
B Y ‘ Reset All ‘ O 101040241 10.10.40.241 Device Linux New Device © Completed
£3 setting
O Scan oaly IPMI devices O IRMI4TOXSL 10.10.40242 ©Z oNas ars New Device © Completed
& Repository ‘Scan Completed (100%)
—— ] O 101040244 101040244 Device Unux New Device © Completed
Found 13 devices ©
101040245 101040245 Device Microsolft Windows 10 Pro Already Added © Completed
Data Collection
Completed (13/13) &
O 101040250 101040250 C Device 1PMI Management System Already Added © Completed
History (Last § records)
SR O 101040251 101040251 Device Microsoft Windows 11 Pro Already Added © Completed
H202512-29 142754 O 101040252 10.10.40.252 Device Unknown New Device © Completed
5 202512:29 142700
« | smes122910254 o oo PR

4.3 IPMI KVM

IPMI KVM allows administrators to centrally manage devices that support IPMI (iRIS) in IRM and view the
remote host's screen through a web browser. Even if the operating system is unresponsive and
RDP/VNC/SSH cannot be used, administrators can still perform basic viewing and maintenance operations

via IPMI KVM, improving remote maintenance efficiency.

4.3.1KVM Manager

The KVM Manager is used to centrally manage the list of devices that can be accessed via IPMI KVM. On
this page, administrators can add/remove IPMI (iRIS) devices and view basic device information (such as
hostname, IP address, tag, management method, and brand), so they can later monitor devices as

thumbnails in the KVM Dashboard and launch remote KVM connections.

4.3.1.1 Add an IPMI device to the KVM Manager

Step 1: Go to the KVM Manager page and click the "Add Device" button.
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@ Dashboard Dashboard KvM Manager x

Add Device [1] Device Management / IPMI KVM / KVM Manager w Cc o
1} Device Management -~ O Hostname Tag 1P Address Management Technology Brand
All Devices
Network Topology
LAN Scan
IPMI KVM ~
KVM Dashboard

(D) Alert Configuration

% Redundancy ~
ca Recovery w
Bl Log ~
€3 setting ~
= -

«

Step 2: The system displays the “Add IPMI Device to Manager” window. To add an IPMI device to the
KVM Manager, select the IPMI device you want to add, confirm the selection, and then click Add.

Add IPMI Devices to KVM Manager =
Select the IPMI devices to add to KVM Manager:
@ Hostname P Taq Management Technology Brand
10.10.40.250 10.10.40.250 IPMI IEl Integration Corp.

Note: This version of IRM only supports IPMI KVM functionality of IPMI compatible devices from IEI®. Other IPMI devices will not be displayed and cannot

be selected. Add Cancel

4.3.1.2 Remove IPMI Device

Go to the KVM Manager page and click the "Remove Device" button.




@ Dashboard Dashboard

Device Management
il < - ® Hostname

All Devices
@ 10.10.40.250
Network Topology
LAN Scan
IPMI KVM ~
KvM Dashboard
() Alert Configuration
% Redundancy v
) Recovery ~
E Log v

£ setting .
==

«

KVM Manager x

Add Device [1] Device Management / IPMI KVM / KVM Manager

Tag IP Address

iRIS Device 10.10.40.250

Management Technology

IPMI

@c:‘@
Brand

IEl Integration Corp.

@ irm

@) Dashboard Dashboard

|1} Device Management
@ Hostname

All Devices
10.10.40.250
Network Topology
LAN Scan
IPMI KVM
KVM Dashboard
(D) Alert Configuration
E Redundancy
{3 Recovery
Log

{53 Setting

= .

KVM Manager X

B8 Add Device {1 Device Management / IPMI KVM / KVM Manager

Tag IP Address

iRIS Device 10.10.40.250

KVM Manager

Are you sure you want to remave the selected device(s) from KVM manager?

Yes No

Management Technology

IPMI

[iw

® wmu v

Brand

IE! Integration Corp.

4.3.1.3 FE IPMI EFE

Step 1: Go to the KVM Manager page and click the "Refresh" button.
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@ Dashboard Dashboard KVM Manager x
Add Device [ Device Management / IPMI KVM / KVM Manager o w @
|11 Device Management .~
B Hostname Tag IP Address Management Technology Brand
All Devices
© 10.10.40.250 iRIS Device 10.10.40.250 IPMI IEl Integration Corp.
Network Topology
LAN Scan
IPMI KVM ~
KVM Dashboard
(D) Alert Configuration
% Redundancy ~
) Recovery ~
El Log v
£33 setting v
= -
«

4.3.2 KVM Dashboard

The KVM Dashboard provides a centralized preview of the remote screen images of managed IPMI (iRIS)
devices. Users can quickly view the current screen of each device and launch a Remote KVM session from
the preview to perform remote maintenance tasks (such as viewing the BIOS/boot screen, operating the OS,

and troubleshooting).

4.3.3 Add widget to the KVM Dashboard

Step 1: Go to the KVM Dashboard page and click the "Add Widget" button.

« 8 ® wn -
@) Dashboard Dashboard KVM Dashboard X
B Add Device 111 Device Management / IPMI KVM / KVM Dashboard scomms c @
{11 Device Management .~
All Devices.
Network Topology
LAN Scan
IPMI KVM ~
KVM Manager —
=
(@ Alert configuration
I The KVM dashboard does not have any widgets. You can add widgets with the “add Widget” button. I
E Redundancy v
T Recovery v
E Log ~
£33 setting ~
= e
«




The “Add Widget to KVM Dashboard” window appears. Select the IPMI device you want to add, and then

click Next.

3 Add New Widget to KVM Dashboard

@ vashvoerd mewic

|PMI Devices Hostname IP Address Tag Managed by | Operating S...
10.10.40.250 10.10.40.250 RIS Device IPMI IPMI Manag...
Next

4.3.4 Refresh KVM Dashboard

Step 1: Go to the KVM Dashboard page and click the "Refresh" button.

iRM
@ Dashboard Dashboard KVM Dashboard x
Add Device 11 Device Management / IPMI KVM / KVM Dashboard

T” Device Management ~
All Devices # 10.10.40.250
Network Topology
LAN Scan
IPMI KVM ~
KVM Manager

(D Alert Configuration

E Redundancy ~
@) Recovery ~
E] Log ~
83 Setting -
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«
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4.3.5 Select the Layout Mode

User can adjust the layout of the main KVM Dashboard according to their requirements. KVM Dashboard

provides:

e 1 column display
e 2 columns display

e 3 columns display
After selecting one of the three layout modes, all widgets will be adjusted accordingly. Setup steps are
described below:
Step 2: Go to the KVM Dashboard page and click the select layout menu.

Step 3: Select "1 column”, "2 columns" or "3 columns" from the dropdown list.

« 8 ® w o~
@) Dashboard Dashboard KvM Dashboard X
Add Device 111 Device Management / IPMI KVM / KVM Dashboard [(Geowm - © C O

|1{ Device Management .~ ¥ 1 column

L
All Devices 10.10.40.250 2 columns

3 columns

Network Topology

LAN Scan
IPMI KVM ~
KVM Manager

KVM Dashboard

() Alert Configuration

E Redundancy v
{3 Recovery v
E] Log v
@3 Setting v

=) =

«

4.3.6 More Options

After adding a widget to the KVM Dashboard, you can perform the following actions for any KVM session:

Refresh, Open Remote Desktop, or Delete.

1. Refresh: Immediately refresh the current screen/screenshot of this KVM widget.

2. Launch KVM Session: Open a remote KVM connection directly to enter the KVM console of the IPMI
device.

3. Delete: Remove this widget from the KVM Dashboard.
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iRM

@ Dashboard Dashboard KVM Dashboard X

Add Device |1l Device Management / IPMI KVM / KVM Dashboard

{1{ Device Management

All Devices 10.10.40.250 :

C Refresh
Launch KVM Session

Network Topology

LAN Scan o Delete

IPMI KVM ~

KVM Manager

KVM Dashboard

(D Alert Configuration

’g Redundancy v
ED Recovery v
E] Log v
83 Setting v
= ~
«
10.10.40.240:8080/irm/#*

Step 4: FHRUENGREA

1.For any KVM session, click Open Remote Desktop. The system will automatically open a new browser
tab and start the remote KVM connection.
2.Alternatively, double-click the thumbnail of the remote screen preview to launch the remote KVM

connection.

irRM

@ Dashboard Dashboard KVM Dashboard x

iw
e

®IRM v

Add Device 1} Device Management / IPMI KVM / KVM Dashboard & C 0

1 column v &)
[1] Device Management A

10.10.40.250

All Devices
Network Topology
LAN Scan

IPMIKVM ~

Please Double Click on the remote screenshot to launch Remote KVM Session.

KVM Manager

KVM Dashboard

(D) Alert Configuration

Redundancy v

«
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4.3.7IPMI Add Widget

Users can add widget to the dashboard to continuously monitor the health of the IEI iRIS device. The
following information can be monitored:
1. CPU TEMPO
SYS TEMP1
3v3
3Vv3sSB
12V
CPU COREO
DDR

N o g s~ oD

8. Power status

Users can customize their own Dashboard to monitor IEI iRIS devices at the same time. Setup steps are
described below:
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Step 5: Go to the Dashboard page and click the "Add Widget" button.

@ /R

& 0 ® w -

@ Dashboard Dashboard KVM Dashboard X Add Device X KVM Manager X LANScan X All Devices x
([ LANScan @ Dashboard 3 columns cC @ ® 0
Add Device ‘Add Widget
. Server Health Overview H Hardware Sensors (Live) AFL3-W22-Panel-PC Hardware Sensors (Live) TANK-XM811
{1} Device Management -
Hostname Tag 1P Address | Shutdowr \ Hostname ] Tag ] IP Address Utilizatiol
(@ Alert Configuration
win10_Virtual Master  Virtual_Redundancy.. ~ 10.10.40.236 12/02/207 | iei-SUB8 TANK XM811_(i7) 101040238 2280%
Redunda v
% Lo @5Up win10_Hybrid Slave  Hybrid_Slave_0S 1010.40.235 12/02/207  TANK-XM811 Windows 10 101040246 080%
Q) Recovery v © 4Down win10_Virtual Slave  Virtual_Redundancy..  10.10.40.237 11/20/207  AFL3W22-PanekPC  Windows 11 101040251 070%
B Log > ©0Notreachable | [VECWin11 Virtual_Win11_0S 101040234 11/19/202
€83 Setting v
B Repository v J LR L

Step 6: Select the type of data you want to monitor:

Select the data type you want to monitor in the right column. There are four types: IPMI Monitor (All

Parameters) Grid displays, IPMI Monitor (Single Parameter - Live) Area Chart display, IPMI Monitor (Multiple

Parameters - Live) Gauge display and IPMI Monitor (Single Parameter - 24H) Area Chart display.

(2) Select the method of data presentation that matches your needs.
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. Dashboard Metric
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@ Disk
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Step 7: After selecting the iRIS device, you want to monitor, click "Next".

Add Widget

. Dashboard Metric

‘ Ef_'_li:‘_‘f CPU

Memory

Disk

®

Network

1w
1]
im]

General

IPMI

I

Hardware

ol

B8 IPMI Monitor (All Parameters)

This widget gives an overview of all parameters regarding your
managed IPMI device

k2 IPMI Monitor (Single P ter - Live)

An area chart showing the value of single IPMI parameters of the
managed device

£ IPMI Monitor (Multiple Parameters - Live)

This widget gives an overview of up to three parameters regarding your
managed IPMI device

k2 IPMI Monitor (Single P ter - 24H)

An area chart showing the value from the previous 24 hours for a single
IPMI parameter of the managed device

o IPMI Monitor (All Parameters)

Hostname IP Address Tag Managed by | Operating S...

10.10.40.250 10.10.40.250 IRIS IPMI IPMI Manage...

Previous | |




Step 8: After selecting the type of chart, click the "Add Widget" button to complete the operation.

Add Widget

. Dashboard Metric ° IPMI Monitor (All Parameters)
@ cPu Widget Type
‘ Grid
ooool - Memory

@ Disk
=

Network

IPMI

General
——

E] Hardware

D)

e 10.10.40.250

l Previous ] [ Add Widget ]

Step 9: When the setup is complete, the widget will be added to the last position in the Dashboard.

Dashboard

@)| Dashboard
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E
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5.1 Single Device Dashboard

Single Device Dashboard provides detailed information about a specific managed device, including:

Network information
Device Information
IRMAgent version

Operating system information

o r 0N =

Hardware Sensor

,M f:-,g ® wu ~

@ Dashboard Dashboard All Devices X AFL3-W22-Pan. x
B3 Add Device Device Management / All Devices (10.10.40.251) Dashboars Tools 2 2eums - @ C @ O |
{1] Device Management A § ._ af
Device Summary I {i { \ o3
All Devices
’?. Device ation Operating System Information
-
Network Topology i Managed by IRMAgent Version 1.1.4 0s: Microsoft Windows 11 Pro
- Hostname AFL3-W22-Panel-PC 08 Release n
LAY Soan Nl Localhost AFL3-W22-Panel-PC Kemel Windo, 226100
Network Information Ta i © [’
IPMI KVM v E g Windows 112
1Pv4 Addre| 1Pv6 Address MAC Address CPU Model 12th Gen Intel(R) Core(TM)  Hardware Sensor
(@ Alert Configuration '5"2‘“"’ Temperature CPU Temp, Sys Temp
127.00.1 1 - CPU Architecture: 64-bit
|
%2 Redundancy v L
10.10.40.251 fe80::f1db:a6e5:dboa:7fod ADF509:80.09:A9 T90ZMB
Q) Recovery v iEi i
|
B tog Y ® CPU Ltilization (Live) i ® Memory Utilization (Live)
€3 setting WV AFL3-W22-Panel-PC AFL3-W22-Panel-PC
i 100 100
@ Repository v
- 80 ~ 80
£ £
560 560
S Sa
) S
0 0
@ 141738 141748 141808 141828 141848 141908 141928 141948 142008 142028 173 1748 141808 141828 141848 141908 141928 141048 142008 142028
Time Time

v

In Single Device Dashboard, users can add or remove widgets, select layout modes, and use the tools in

the tool set to manage IRMAgent devices.

5.2 Add Widget

Users can add multiple widgets to customize Single Device Dashboard to monitor CPU usage, memory
usage, disk usage, network usage and more, there are also multiple chart types at the user's disposition.

Setup steps are described below:

Step 1: Go to Single Device Dashboard page and click the "Add Widget" button.
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127.0.0.1 o1 o CPU Architecture: 64-bit
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€3 setting v AFL3-W22-Panel-PC AFL3-W22-PanelPC
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Step 1: Complete the settings of data type and data range to be monitored:

1. Select the type of data you want to monitor. There are four types: CPU usage, memory usage,
disk usage, and network usage.

2. Select the data range (real-time data or last 24 hours of historical data).

3. Click "Next".

{ Add Widget ®

o Dashboard Metric

~ o

a
100F cru W~ Disk Utilization (Live)
An area chart showing the live Average Disk Utilization of the
Memory managed device Th:swdget will keep updating according to the
interval between real-time scans.
Disk W~ Disk Utilization (24H) {
An area chart showing the value from the previous 24 hours for the
Q_ET; Metwork Average Disk Utilization of the managed device
Hardware EH Disk volume Information (Live)
This widget provides information of all the Volumes regarding
managed devices. This widget will keep updating according to the
interval between real-time scans.
k™ Disk Throughput Information (Live)
An area chart showing the live Disk throughput of managed devices v

Q@ -




Step 2: Complete the chart type setting:

1. Select the type of chart.

2. Click the "Add Widget" button to complete the operation.

! Add Widget

o Dashboard Metric

E‘ﬁk CPU

() oisk

>

o
—

a960 Metwork

Hardware
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Widget Type
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—

Previous

H Add Widget ]

Step 3: When the setup is complete, the widget will be added to the last position in the Dashboard
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5.3 Delete All Widgets in the Single Device Dashboard

Setup steps: Go to the Single Device Dashboard page and click the "Delete All Widgets" button.
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5.4 Refresh All Widgets Information in the Dashboard
. H H H n "
Setup steps: Go to the Single Device Dashboard page and click the "Refresh" button.
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5.5 Select the Layout Mode

Users can customize the layout of Single Device Dashboard, and the widgets will re-arrange themselves

accordingly.

e 1 column display

e 2 columns display

e 3 columns display

Setup steps are described below:

Step 1: Go to the Single Device Dashboard page and click the select layout menu.

Step 2: Select "1 column”, "2 columns" or "3 columns" from the dropdown list.
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5.6 Tools - Ping

IRM provides Ping monitoring function to test whether a packet can reach a specific device through IP

protocol and to view the connection status of IRM with the device.

Setup steps are described below:

Step 1: Go to IRMAgent Single Device Dashboard page and click the "Tools" button.

Step 2: Select "Ping".
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Step 3: A window pops up and displays the Ping command execution result.

Ping Device

Ping Results

icmp_seq=0, Waiting to connect...

icmp_seq=1, 64 bytes from 192.168.0.105: seq=0 tt=128 time=0.161 ms

icmp_seq=2, 64 bytes from 192.168.0.105: seq=0 tti=128 time=0.182 ms

icmp_seq=3, 64 bytes from 192.168.0.105: seq=0 ttl=128 time=0.220 ms

Ping Device

Step 4: Click the Ping Device button to Ping again.

5.7 Tools — Traceroute

IRM provides Tracerout monitoring, which displays the IP addresses of the routers throughout the IP

network in a new window.

Setup steps are described below:

Step 1: Go to IRMAgent Single Device Dashboard page and click the "Tools" button.
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Step 2: Select "Traceroute".
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Step 3: A window pops up and displays the Traceroute command execution result.

Traceroute

Traceroute Result

192.168.0.105 (192.168.0.105)

5.8 Tools - Hardware Setting (Watchdog Timer)

This section is the same as 4.1.10.5 Hardware Setting (Watchdog Timer). Please refer to Section

4.1.10.5 for the complete description, including support scope, WDT switch, timer interval, and Auto Send

WDT Interruption / Reload Timer settings.
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5.9 Tools - Remote Desktop

Time

IRM provides integrated remote desktop functionality, you can select the appropriate remote access

method according to different device types:
1. Windows device: RDP or VNC remote desktop

2. Linux device: VNC remote desktop or SSH connection (no need to install SSH client program)

Note: The remote device must enable the option to allow users to connect to the computer Setup steps are

described below:

Step 1: Go to IRMAgent Single Device Dashboard page and click the "Tools" button.

Step 2: Select "Remote Desktop".

Step 3: Select the appropriate remote access method according to different device types.

1. Windows device: RDP or VNC Remote Desktop (users need to install VNC server program on

Windows device)

2. Linux device: VNC remote desktop or SSH connection (no need to install SSH client program)
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Step 4: A security check window will pop up, asking the user to enter the remote device account number
and password.

Step 5: Select the "Apply" button, or click the "Reset" button to re-enter.

Security Check

User Mame:

Password:

‘ou must confirm your username and password.

admin

srrrnaas

3

Reset

Apply

Step 6: The browser opens a new page to display the remote desktop. If the connection is successful, the
remote desktop will be displayed. If the connection fails, an error message will be displayed and
the user can try to reconnect.

Displays the remote desktop screen upon successful RDP connection




7/

PSS <

m
nl
>

e -\

Displays the remote desktop screen upon successful VNC connection

ubuntu® 14.04175
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Displays the remote desktop screen upon successful SSH connection

If the connection fails, an error message will be displayed and the user can try to reconnect.

CONNECTION ERROR

The connection has been closed because the server is taking too long
to respond. This can be caused by network errors, disconnections, and
insufficient bandwidth. Check your network connection and try again

Reconnecting in 10 seconds

Step 7: Press CTRL + SHIFT + ALT in the new browser tab to open the on-screen keypad

ubuntu® 120475

FS F7 || F8 || F9 F10| F11 F12




5.10 Tools - Power Control

There are two control modes for device power control via IRMAgent:
1.  Power Off
2. Restart

Setup steps are described below:

Step 1: Go to IRMAgent Single Device Dashboard page and click the "Tools" button

Step 2: Select "Power Control"

Step 3: Select "Power Off" or "Restart"
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5.11 Tools - Remote RDP configurations

This configures Remote Desktop (RDP) connection settings on the target Windows device. You can choose

whether to allow RDP connections and whether to require Network Level Authentication (NLA) for better

security. Click Save to apply changes, or Close to exit without changes.
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Remote RDP configurations

Remote RDP
configurations:

(O Do nat allow connections to this computer

@® Allow connections from computers running any version of
Remote Desktop (less secure)

(O Only allow connections from computers running Remote Desktop
with Network Level Authentication (more secure)

Save Close
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In IRM, you can set different alert configurations for different device types. When the set alert condition is

met, an alert will appear in the upper right notification window of IRM management page, so that
administrators will know the current situation and solve the problem immediately; you can set up SMTP in
advanced settings / notification settings, and set up notification policy for alert to be sent via e-mail to
administrators to facilitate problem solving. On this page, users can add, delete, edit, deactivate, and enable

alert configurations.

IRM Alert Types
Agent Alert: Applies to Windows/Linux devices with the IRM Agent installed.
Hardware Sensor: Applies to hardware sensor monitoring on Windows devices (depending on iSMM-
supported items).

IPMI Alert: Applies to IPMI sensors on iRIS devices (Temperature / Voltage / Power).

6.1 Add Agent Alert

Users can click the Add Alert button to add a new alert. Setup steps are described below:

Enter the Alert Configuration page and click the "Add Alert" button.

iRM & o @nas
@ Dashboard Dashboard Alert Configur... x
Add Device ( Alert Configuration m O ® ® g C O
{I| Device Management Add Alert
g Redundancy v
Q) Recovery v
E Log v
@ Setting v :=
@ Repository v e Q
No alert configuration to display
«
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IRM Add Alert Steps:

Step 1: In the Add Alert window, complete the alert type setting:

1. Set Alert Name
2. Set Alert Type: IRM Alert
3. Metric: There are four types of IRM alerts: CPU utilization, memory utilization, disk utilization
and power status.
4. Condition: Available alert conditions include:
CPU utilization: > / < 0-100 (%)
Memory utilization: >/ < 0-100 (%)
Disk utilization: >/ < 0-100 (%)
Power status: State transition conditions:
Power Off — Power On

Power On — Power Off

X
Add Alert
Alert Name: CPU usage °
Alert Type: IRM Alert v °
Metric: CPU Utilization ¥ 0
Condition: > ~ | 0-100 (2] (s ]
Selected Devices o
O Hostname IP Address Tag Managed by = Brand Model Operz Select Devic

No devices are selected.

Page of 0 No devices to display

Save Cancel

Step 2: Select the device you want to set the alert, you can select one or multiple devices, then click the
OK button.




Selected Devices

O Hostname IP Address
l. O @ iei-sJB8 10.10.40.239
@ AFL3-W22-Panel-PC 10.10.40.251
. ] ® TANK-811 10.10.40.246
] ® DRPC-140 10.10.40.245
| O ® win10_Virtual_Slave 10.10.40.237
] O ® winlo_virtual_Mas.. 10.10.40.236

Page 1 of 1

1-80f8

Tag +

IVEC

Windows 11

Windows 10

Windows 10

Virtual_Redu...

Virtual_Redu...

Managed by

IRMAgent

IRMAgent

IRMAgent

IRMAgent

IRMAgent

IRMAgent

Brand

IEi

IEi

IEi

IEi

QEMU

QEMU

[0 Only list the selected servers or devices.

[ | @
i E 1/IntegrationiCorp.

Hostname, [P address, Device tag

Model

13th Gen Intel(R) C...

12th Gen Intel(R) C...

13th Gen Intel(R) C...

Intel(R) Celeron(R) ...

Westmere E56xx/L...

Westmere ES6xx/L...

OK

a ¢

Operating System

»

Ubuntu '
Microsoft Window...
Microsoft Window...
Microsoft Window...
Microsoft Window...

Microsoft Window...

Cancel

Step 3: Click the Save button to complete the new alert (Note: If the Save button is grayed out, it means
that there are errors in alert name, alert type, or selected device).

Add Alert
Alert Name: CPU usage
Alert Type: IRM Alert
Metric: CPU Utilization
Condition: > - 80

Selected Devices

Hostname IP Address

AFL3-W22-Panel-PC 10.10.40.251

of1

Page 1

Tag

Windows 11

1-10f1

Managed by

IRMAgent

Brand

IEi

@ W

Model Operating S...

12th GenInt..  Microsoft Wi...
Save Cancel
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Step 4: The IRM alert has been successfully added to Alert Configuration. You can find the alert name in
the Alert Configuration list.

2 " 8 .
IRM g B ® wm o~
@) Dashboard Dashboard Alert Configur... x
Add Device @ Alert Configuration @ W ® g C O
{ll Device Management ) . i
O Alert Name T Monitored Value Condition Alert Status Alert Type Selected Devices
@ Alert Configuration o
CPU usage CPU Utilization >80% On IRM Alert 10.10.40.251
Redundancy v
0O Hardware Alert Cpu Temp >90°C on Hardware Sensors 10.10.40.246
CD Recovery v
O IPMISYS TEMP SYS TEMP1 >10°C On IPMI Alert 10.10.40.250
@ Log v
@ Setting O Memory Alert Memory Utilization >10% Off IRM Alert 10.10.40.251/10.10.40.236
v
@ Repository ~ O Memory Usage Memory Utilization >10% on IRM Alert 10.10.40.239
L] »
« Page 1 of1 1-50f5

6.2 Add Hardware Sensors Alert

Step 1: In the Add Alert window, complete the alert type setting:

1. Set Alert Name

2. Set Alert Type: Hardware Sensors

3. Sensor Name: There are sensor follow 4.1.8 IEI System Monitoring Module.

4. Condition: Available Hardware Sensors conditions depend on the sensor unit: include:
o Temperature (°C) : Configure >/ < 0-120 (e.g., CPU Temp).
e Fan Speed (RPM) : Configure >/ < 0-22000 (e.g., CPU Fan).

Note : The available sensor names, condition fields, and ranges may vary depending on the sensors
supported by the device. Supported sensor items differ across IEI IPC models; however, CPU Temp and SYS
Temp are common to all supported models. These sensors are available only on IEl physical IPC hosts.

Virtual machines (VMs) do not support hardware sensor display.
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X
Add Alert
Alert Name: Hardware Alert o ’
Alert Type: Hardware Sensors M o
Sensor Name: [Cpu Temp v ] o
Condition (:): ~ CPuFan o o
© SysFanl
Selected Devic sysFan2 @
H — Ti M ed b Brand Model 0 i
ostnama: Sys Tempi | ag anaged by ran el peré Select Dem
Sys Temp2 . . .
TANK-811 Windows 10 IRMAgent IEi 13th Gen Int..  Microsoft Wi...
Sys Temp3(BP)
Power Temp
Page 1 of1 1-10f1
Save Cancel

Step 2: Select the device you want to set the alert, you can select one or multiple devices, then click the

OK button.

Selected Devices

I Hostname, P address, Device tag Q ¢
Hostname IP Address + Tag Managed by = Brand | Model Operating System

| ® AFL3-W22-Panel-PC  10.10.40.251 Windows 11 IRMAgent IEi 12th Gen Intel(R) Cor... Microsoft Windows 11 Pro

| ® TANK=811 10.10.40.246 Windows 10 IRMAgent IEi 13th Gen Intel(R) Cor... Microsoft Windows 10 Pro |

{0 ®DRPC-140 10.10.40.245 Windows 10 IRMAgent IEi Intel(R) Celeron(R) J6..  Microsoft Windows 10 Pro !

| |
|
|
|

Page 1 of 1 1-30f3 O Only list the selected servers or devices.

0K Cancel
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Step 3: Click the Save button to complete the new alert (Note: If the Save button is grayed out, it means
that there are errors in alert name, alert type, or selected device).

Add Alert

Alert Name:
Alert Type:
Sensor Mame:

Condition (*C):

Selected Devices

GPU Temp

Hardware Sensors

Cpu Temp

=

Hostname IP Address 1
TANK-811 10.10.40.246
Page of1

Tag
Windows 10
1-10f1

Managed by

IRMAgent

Brand

IEi

Model

@ W

Operating S...

13th Gen Int... Microsoft Wi...

Cancel

Step 4: The Hardware Sensor alert has been successfully added to Alert Configuration. You can find the

alert name in the Alert Configuration list.

IrRM
| @ Dashboard
3 Add Device
IH Device Management
Redundancy
Q) Recovery
Bl Log
€3 Setting

@ Repository

v

«

Dashboard Alert Configur... x

(D Alert Configuration

® U ® ® ¥ C O

égi ®IRMv

O  Alert Name T Monitored Value Condition Alert Status | Alert Type Selected Devices

GPU Temp Cpu Temp >80°C on 10.10.40.246

() CPUusage CPU Utilization >80% on IRM Alert 10.10.40.251

O IPMISYS TEMP SYSTEMP1 >10°C off IPMI Alert 10.10.40.250

O Memory Alert Memory Utilization >10% off IRM Alert 10.10.40.251/10.10.40.236

O Memory Usage Memory Utilization >10% on IRM Alert 10.10.40.239

O syYsTempl SYSTEMP1 >80°C on IPMI Alert 10.10.40.250

] >
Page 1 of 1 1-60f6
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6.3 Add IPMI (iRIS2) Alert

Step 1: In the Add Alert window, complete the alert type setting:

1. Set Alert Name
2. Set Alert Type: IPMI Alert
3. Sensor Type: The following sensors are available for IEI iRIS devices. You can select
Temperature, Voltage, or Power.
4. Metric Name: Available options are displayed dynamically based on the selected Sensor Type.
e Temperature : e.g., TEMP1 - CPU TEMPO
e \oltage : e.g., DDR -~ CPU COREO - 5V ~ 12V - 3V3SB - 3V3.
e Temperature (°C) : Configure </ > 0-120 (e.g., CPU TEMPO).
e Voltage (V) :
DDR: Configure </ > and a threshold value (range 0-12.6).
CPU COREQ: Configure </ > and a threshold value (range 0-12.6).
5V: Configure </ > and a threshold value (range 4.75-5.25).
12V: Configure </ > and a threshold value (range 11.4-12.6).
3V3SB: Configure </ > and a threshold value (range 3.135.4-3.465).
3V3: Configure </ > and a threshold value (range 3.135.4-3.465).
e Power : State transition conditions:
Power Off — Power On

Power On — Power Off

Add Alert

Alert Name: SYS Temp1

Alert Type: IPMI Alert

4

Sensor Type: | Temperature -

Metric Name: Temperature
Voltage

Condition (°C): o o
. Power E

Selected Devices ® W

Hostname IP Address 1 Tag Managed by Brand Model Opera select Devic

10.10.40.250 10.10.40.250 [2  iRIS Device IPMI IEl Integratio..  IRIS2-2600 IPMI Manag...

Page 1 of 1 1-10f1

Save Cancel
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Note: Temperature Sensors

CPU TEMPO: Monitors the core temperature of the primary processor.

SYS TEMP1: Measures the ambient temperature of the system board (motherboard) or the internal

temperature of the chassis.

5V: Monitors the +5V power rail, which typically supplies power to peripherals and onboard circuits.

12V: Monitors the +12V power rail, the primary power source for high-draw components like CPU voltage

regulators, cooling fans, and storage drives.

3V3: Monitors the +3.3V power rail, which typically powers lower-power components.
3V3SB: Monitors the +3.3V Standby power.
CPU COREO: Monitors the Vcore voltage supplied directly to the CPU cores.

DDR: Tracks the status or voltage of the System Memory (RAM).

Sensor Name Unit Lower Non- Low Critical | Lower Non Critical | Upper Non Upper Upper Non
Recoverable Critical Critical Recoverable
(Lower warning) (Upper warning)
CPU_TEMPO | degreesc | O 5 15 70 80 100
CPU_TEMP1 degreesc | 0 5 15 70 80 100
SYS_TEMP1 degreesc | O 5 15 70 80 100
SYS_TEMP2 degreesc | O 5 15 70 80 100
SYS_TEMP3 degreesc | O 5 15 70 80 100
CPU_FAN1 RPM 0 260 510 - - -
CPU_FAN2 RPM 0 260 510 - - -
SYS_FAN1 RPM 0 260 510 - - -
SYS_FAN2 RPM 0 260 510 - - -
SYS_FAN3 RPM 0 260 510 - - -
CPU_COREO Volts 0.45 0.51 0.68 2.195 2298 2.383
CPU_CORE1 Volts 0.45 0.51 0.68 2.195 2298 2.383
5V Volts 4.495 4.624 4.76 5.304 5.44 5.5
12V Volts 10.511 10.88 11.2 12.8 13.44 14.751
DDR Volts 0.45 0.51 0.68 1.632 1.855 2.063
5VSB Volts 4.495 4.624 4.76 5.304 5.44 5.5
3V3 Volts 2.703 2.822 2.988 3.569 3.818 3.983
3V3SB Volts 2.703 2.822 2.988 3.569 3.818 3.983
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Step 2: Select the device you want to set the alert, you can select one or multiple devices, then click the

OK button.
Selected Devices .
Hostname, IP address, Device tag Q ¢
Hostname IP Address Tag Managed by Brand Model Operating System
# 10.10.40.250 10.10.40.250 [Z RIS Device IPMI |El Integration Corp. IRIS2-2600 IPMI Management ...

Page 1 of 1 1-10f1 () only list the selected servers or devices.

oK Cancel

Step 3: Click the Save button to complete the new alert (Note: If the Save button is grayed out, it means
that there are errors in alert name, alert type, or selected device).

X
Add Alert

Alert Name: IPMI SYS TEMP

Alert Type: IPMI Alert =

Sensor Type: Temperature -

Metric Mame: SYS TEMP1 -

Condition (°C): > - 80
Selected Devices ® W
Hostname 1 IP Address Tag Managed by Brand Model Operating S...
10.10.40.250 10.10.40.250 [2 IRIS Device IPMI IEI Integratio... IRIS2-2600 IPMI Manag...

Page 1 of 1 1-10f1

Page 105



Step 4: IPMI Alert gl zhiis 2= Alert Configuration - 5G] IfF Alert Configuration %I|F &% Alert

Name -
iRM e B: @m-

@) Dashboard Dashboard Alert Configur. x
Eg Add Device (@ Alert Configuration ® w @ @ g C @
f” Device Management B - R

O  Alert Name + Monitored Value Condition Alert Status Alert Type Selected Devices
(D Alert Configuration

O SsYSTempl SYS TEMP1 >80°C off IPMI Alert 10.10.40.250
Redundancy v

() Memory Usage Memory Utilization >10% on IRM Alert 10.10.40.239
Eﬂ Recovery v

O Memory Alert Memory Utilization >10% off IRM Alert 10.10.40.251/10.10.40.236
E Log v
@ Setting ) IPMI SYS TEMP SYS TEMP1 >80°C on 10.10.40.250
@ Repository ~ (O CPUusage CPU Utilization >80% on IRM Alert 10.10.40.251

O CPUTemp Cpu Temp >80°C on Hardware Sensors 10.10.40.246

L] >

«
Page 1 of 1 1-60f6

6.4 Delete Alert

Users can click the "Delete Alert" button to remove one or more alerts at once. Setup steps are described

below:

Step 1: Enter the Alert Configuration page and select the alert configuration you want to delete.

Step 2: Click the "Delete Alert" button.

iRM e 8 @w-
O Dashboard Dashboard Alert Configur... X
Add Device (D Alert Configuration ® ® @ C O
{11 Device Management ; - .
O  Alert Name + Monitored Value Condition Alert Status | Alert Type Selected Devices
(D Alert Configuration
O SYSTempl SYS TEMP1 >80°C off IPMI Alert 10.10.40.250
% Redundancy v
Memory Usage Memory Utilization >10% On IRM Alert 10.10.40.239
Q? Recovery v
E w O Memory Alert Memory Utilization >10% off IRM Alert 10.10.40.251/10.10.40.236
og v
@ Setting N O IPMISYS TEMP SYS TEMP1 >80°C On IPMI Alert 10.10.40.250
@ Repository ~ O CPUusage CPU Utilization >80% On IRM Alert 10.10.40.251
O CcPUTemp Cpu Temp >80°C On Hardware Sensors 10.10.40.246
< >
« Page 1 of 1 1-60f6
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Step 3: Click the "Yes" button to complete the operation.

Confirm x

Do you want to delete the selected alerts?

Yes No

6.5 Enable Alert

Users can click the "Enable Alert" button to enable one or more alerts at once. Setup steps are described

below:

Step 1: Enter the Alert Configuration page and select the alert configuration you want to enable.

Step 2: Click the "Enable Alert" button to complete the operation.

iRM e B o
@) Dashboard Dashboard Alert Configur... x
Add Device (D Alert Configuration ® w ® © C O
= Enable Alert
“ I Device Management N - B
O Alert Name ¢ Monitored Value Condition Alert Status | Alert Type Selected Devices
( Alert Configuration
O SYSTempl SYS TEMP1 >80°C off IPMI Alert 10.10.40.250
%2 Redundancy v
O Memory Usage Memory Utilization >10% On IRM Alert 10.10.40.239
Q? Recovery v
@ v Memory Alert Memory Utilization >10% off IRM Alert 10.10.40.251/10.10.40.236
og v
@ Setting o O IPMISYS TEMP SYS TEMP1 >80°C On IPMI Alert 10.10.40.250
@ Repository v~ O CPUusage CPU Utilization >80% On IRM Alert 10.10.40.251
O CPUTemp Cpu Temp >80°C On Hardware Sensors 10.10.40.246
< 3
« Page 1 of 1 1-60f6
.
6.6 Disable Alert

Users can click the "Disable Alert" button to disable one or more alerts at once. Setup steps are described

below:

Step 1: Enter the Alert Configuration page and select the alert configuration you want to disable.

Step 2: Click the "Disable Alert" button to disable the alert.
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iRM e ®: @m-
@) Dashboard Dashboard Alert Configur... x
Add Device (D Alert Configuration ® @ @ © c ®
- Disable Alert
I I I Device Management . . -
O Alert Name 4 Monitored Value Condition Alert Status | Alert Type Selected Devices
( Alert Configuration
O SYSTempl SYS TEMP1 >80°C off IPMI Alert 10.10.40.250
Redundancy v
Memory Usage Memory Utilization >10% On IRM Alert 10.10.40.239
@3 Recovery v
O Memory Alert Memory Utilization >10% off IRM Alert 10.10.40.251/10.10.40.236
B Log v
@ Setting o O  IPMISYS TEMP SYS TEMP1 >80°C On IPMI Alert 10.10.40.250
@ Repository ~ O CPUusage CPU Utilization >80% On IRM Alert 10.10.40.251
O CPUTemp Cpu Temp >80°C On Hardware Sensors 10.10.40.246
< >
« Page 1 of 1 1-60f6

6.7 Edit Alert

The user can click the Edit Alert button to edit the alert. Only one alert can be edited at a time. Setup steps

are described below:

Step 1: Enter the Alert Configuration page, select the alert you want to edit, and click the "Edit Alert"

button.
iRM e ®: Om-
@) Dashboard Dashboard Alert Configur... x
Add Device () Alert Configuration ® O ® @ cC ©
e Edit Alert
IH Device Management . e :
O  Alert Name 4 Monitored Value Condition Alert Status | Alert Type Selected Devices
(1) Alert Configuration | |
SYS Temp1 SYS TEMP1 >80°C off IPMI Alert 10.10.40.250
%2 Redundancy v
O Memory Usage Memory Utilization >10% On IRM Alert 10.10.40.239
CD Recovery v
@ o O Memory Alert Memory Utilization >10% off IRM Alert 10.10.40.251/10.10.40.236
og v
@ Setting o O IPMISYS TEMP SYS TEMP1 >80°C On IPMI Alert 10.10.40.250
@ Repository v O CPUusage CPU Utilization >80% On IRM Alert 10.10.40.251
O CPUTemp Cpu Temp >80°C On Hardware Sensors 10.10.40.246
< >
« Page 1 of 1 1-60f6
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Step 2: Edit the item you want to modify (please note: the alert type cannot be modified)

Step 3: Click the "Save" button to finish editing.

Edit Alert
I
Alert Name: CPU usage
Alert Type: IRM Alert
- Mefric: CPU Utilization
Condition: > v 80

Selected Devices

® Hostname t IP Address

AFL3-W22-Panel-...  10.10.40.251

Page 1 of 1

Tag

Windows 11

1-10f1

Managed by

IRMAgent

Brand

IEi

®

Model Operating S...

12th Gen Inte..  Microsoft Wi...

Save Cancel
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The Redundancy feature provides a OS Level Redundancy mechanism for primary/secondary devices. It

helps reduce service interruption risk by switching or performing recovery actions according to predefined

rules when the primary host encounters an issue. Users can create a Device Pair, configure a Policy, create

a Redundancy Plan, and review execution results through the Redundancy Log. The Policy can be reused

by different Plan.

Steps to setup an redundancy monitoring agent:

(1).Device Pair

7.1 Device Pair

(2).Policy

A Device Pair is used to establish a redundancy pairing relationship between a Primary Host and a Secondary

Host. After creating a device pair, it can be applied to a redundancy Policy and Plan for subsequent

monitoring and failover/recovery operations.

Note: A device pair should typically consist of two devices with the same or compatible roles to ensure service

continuity

@ Dashboard

Add Device
[l Device Management

(D Alert configuration

% Redundancy ~
Policy
Plan
Redundancy Log
CJ Recovery ~
B Log ~
€53 Setting ~
@ Repository ~

«

Dashboard Device Pair

’E Redundancy / Device Pair

after

—
> —1|
Yo

No redundancy device pair to display

failover.
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Step 1: Go to Redundancy > Device Pair, and click® to create a new device pairing. The system first
displays the Select Device Pairing step. Select the redundancy pairing type. IRM supports three

redundancy modes:

1. Physical-to-Physical
2. Physical-to-Virtual
3. Virtual-to-Virtual

After making your selection, click Next to proceed to Step 2: Set Up Device Pairing.

Create device pairing instructions

Before you begin, make sure the following requirements are met and connectivity between the two hosts is
available :

The IRM Agent version is the same on both hosts.

Both hosts are connected to the IRM server.

Both hosts are on the same LAN, and the network supports the UDP protocol.
Wake-on-LAN (WOL) is enabled on the standby (backup) host.

The standby host has completed all network settings and application auto-start is enabled.

The standby host can take over your services after it boots.

N o o M wDdh P

After the redundancy cluster is enabled, the standby host will enter standby mode and power off.

(23] Create Device Pair s ‘

o @ ®

Choose Device Pair

Description

Please Select Device Pair Type
@® Physical Host-to-Physical Host Redundancy

O Physical Host-to-Virtual Host Redundancy Up Device

Next
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(#2) Create Device Pair ©

& 2] ®

Choose Device Pair Setup Device Pair

1

{ 0 Configure Redundancy Pair Name And Description

Pairing Device Name * physical to physical

Pairing Device D hysical to physical

P P

Redind

Pairing Requi

Only IRM Agent devices can be selected in this step.

(1) Select Primary Host * o (2) Select Secondary Host * Q

T © o ©
Hostname : iei-SJB8 Hostname : win10_Hybrid_Slave
P: 10.10.40.238 P: 10.10.40.235
MAC : 00:94:93:14:78.ce MAC: 52:54:00:54:B1:C4
Tag: TANK_XM811 Tag: Hybrid_Slave_0S
Previous Next

Step 3: Set the Pair Name and Description

Pair Name*: Enter the device pairing name.

Pair Description*: Enter the device pairing description.

Step 4: Pairing Host Selection

Only IRM Agent devices can be selected in this step.

1.  Select Primary Host* — Click Select Host — the Select Device window appears. In the window, select
the primary

2. physical host to be paired, and click Confirm.

3.  Select Secondary Host*— Click Select — the Select Device window appears. In the window, select
the secondary physical host to be paired, and click Confirm.

4.  After completing the selections, click Next to proceed to Step 3: Confirm Device Pairing.
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V 4
Selected Devices ”
Hostname, IP address, Device tag Q (&4
Hostname IP Address Tag Manage... | Brand +] Model Operati...
I® ©ieisJB8 10.10.40.238 TANK_XM811_(i7) IRMAgent IEi 13th Gen Intel(R) Core(TM) I17-13700TE Ubuntu
|0 ®ieisuBs 10.10.40.239 TAMK_XM811_(i9)  IRMAgent | IEi 13th Gen Intel(R) Core(TM) 19-13900T Ubuntu
O ®win10 Virtual ..  10.10.40.237 Virtual_Redunda... IRMAgent QEMU  Westmere ES6xx/L56xx/X56xx (Nehalem..  Micros...
O ®win10 Hybrid_..  10.10.40.235 Hybrid_Slave_0S IRMAgent QEMU  Westmere E56xx/L56:00/X56xx (Nehalem...  Micros...
0 ®iVEC-Win11 10.10.40.234 Virtual_Win11_08 IRMAgent QEMU  Westmere ES6xx/L56xx/X56xx (Nehalem..  Micros...
Page 1 of 1 1-50f5 O Only list the selected servers or devices.

0K Cancel

Pairing Types Notes:
Physical-to-Physical : Both the primary and secondary hosts are physical devices.
Physical-to-Virtual :
. The primary host is a physical device.
. The secondary host is an iVEC VM.
Virtual-to-Virtual: Both the primary and secondary hosts are iVEC VMs.

Step 5: Confirm Device Pairing

After completing Step 2: Set Up Device Pairing, click Next to proceed to Step 3: Confirm Device Pairing.

Verify that the pairing information is correct, including:

Device Pair Type
Pairing Device Name / Description

Primary Host / Secondary Host

After confirming everything is correct, click Save to complete the device pairing. If you need to make

changes, go back to the previous step and modify the settings.
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## Create Device Pair

Choose Device Pair

{ Device Information

Hostname

IP Address
MAC Address
Tag

Connect Status

Pairing Information
Pairing Device Name :

Pairing Device D

Setup Device Pair
Primary Host

iei-SJB8

10.10.40.238

00:94:93:14:78:ce

TANK_XM811

@ Online

physical to physical

7.2 Policy

physical to physi

Confirm Redundancy Pairing Device

7

Secondary Host

win10_Hybrid_Slave
10.10.40.235
52:54:00:54:B81:C4
Hybrid_Slave_0S

@ offiine

Device Pair Type

Physical Host-to-Physical Host Redundancy

A

Prewous

A Policy defines the monitoring criteria and decision rules used by a Redundancy Plan. Users can create a

policy by specifying the protection type, sensor/monitoring item, trigger condition, how long the condition
must persist to be considered valid (Stay Duration), and the retry timer.
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@ Dashboard Dashboard Device Pair X Policy x
Add Device %2 Redundancy / Policy Q W ©
1] Device Management - Add Policy

(D) Alert Configuration

®\RM -

i
fo)

E Redundancy ~
Device Pair
Plan
Redundancy Log
E'
) Recovery ~ ::Q
E| Log ~
@ ey . Na redundancy palicy to display
@ Repaository ~
«
Step 1: Add Policy

Go to Redundancy > Policy and click Add Policg) . The system opens the Add Policy window. Configure

the following fields in order.

1.
2.
3.

Policy Name: Enter the policy name.

Description: Enter the policy description.

Protection Type: Select the protection type (host-level protection) for host level accessible
detection. This system adds different levels of protection modes in the future.

Sensor Type: Select the sensor type (power status). This system adds different sensor type of
protection modes in the future.

Condition: Select the condition (Power On — Power Off).

Duration: Enter 0-60 minutes and 10-59 seconds.

Retry Time: Enter 2—10 minutes for fail to enable the secondary node and iRM retry again in this

duration.

After confirming the settings, click Save to add the policy. To exit without adding, click Cancel.
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Add Policy

Policy Name *
Description *
Protection Type *
Sensor Type *
Condition *

Stay Duration *

Retry Timer *

Enter a policy name.

Enter a policy description.

Select the protection type.

Select the sensor type.
Condition
% minutes

< minutes

Cancel

.
-

seconds

Save

Note: After a policy is created, it can be selected and applied when creating a Plan.

7.3 Plan

A Plan combines a Device Pair and a Policy into an executable redundancy configuration. After a plan is

created, the system monitors the primary host based on the selected policy. When the condition is met, the

plan performs redundancy handling, and the event/results can be reviewed in the Redundancy Log. Users

can also manage the plan by enabling or disabling it.

Plan

ndancy / Plan

() Enabled 0 © pisabled 0

@ mm

i
O

Q@@@@cc@

Create Redundancy Plan

@ Dashboard Dashboard
Add Device E Redu
|| Device Management L
() Alert Configuration
% Redundancy ~

Device Pair

Policy

Redundancy Log
@) Recovery ~
E Log s
{83 setting v
@ Repository ~

«

=]
e=0q

No redundancy plans to display
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Step 1: Basic Settings

Go to Redundancy > Plan, and select Add to create a new backup plan. The system will open the plan

creation wizard page. Please complete the basic information settings for the plan in Step 1: Basic Settings,
including:

1.Plan Name*: Enter the backup plan name.
2.Description: Enter the plan description (optional).

3.Strategy: Select the strategy type. The default here is Redundancy.

Once finished, click Next to proceed to the next setting; to return to the previous page, click Previous.

Create Redundancy Plan @

o (2) ©,

Basic Configure |

Configure Redundancy Plan Name and Strategy
Plan Name * Plan Name
Description * Description

Strategy @® Redundancy

Next

Step 2: Select Device Pair and Policy

After completing Step 1: Basic Configuration, click Next to proceed to Step 2: Select Device Pair and Policy.

In this step, specify the Device Pair and Policy to be applied to this redundancy plan.

Select Redundancy Device Pair

1. Inthe Select Redundancy Device Pair section, click the drop-down list to expand the pairing list.
2. Select the device pair to apply. The list displays pairing details for verification, such as Type,

Description, Primary Hostname/IP, and Secondary Hostname.
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Create Redundancy Plan

® 2] ®

Basic Configure Select Device Pair and Policy

Select Device Pair and Policy

| select Redundancy Device Pair: AFL3-W22-Panel-PC |

Device Pair ... Type Description Primary Hos.. = Primary IPA.. SecondaryH.. Se

@ AFL3W22Pa. Physical Host. Physicaltoph.. AFL3-W22-Pa_  10.10.40.251 win10_Hybrid.. 52

O DRPC-140 Physical Host..  DRPC-140 DRPC-140 10.10.40.245 winl0_Virtual.. 52
4 »
Page 1 of 1 1-20f2
Select Redundancy Policy v
Previous Next

- Select Redundancy Policy

1. In the Select Redundancy Policy section, click the drop-down list to expand the policy list.
2. Select the policy to apply. The list displays policy details for verification, such as Policy Name,

Protection Type, Sensor Type, Stay Duration, and Retry Timer.

E Create Redundancy Plan

) 12 ®

Basic Configure Select Device Pair and Policy

Select Device Pair and Policy

Select Redundancy Device Pair. AFL3-W22-Panel-PC

| select Redundancy Policy: Power Status |

Policy Name Protection T.. ~ Description Sensor Type Stay Duration = Retry 1
@ Power Status Host Level Pr..  Power Status Power Status 10 seconds 2 minuil
(0 PowerStatus.. Host Level Pr.. Power Status (10s) Power Status 10 seconds 2 minut
. >
Page 1 of1 1-20f2
Previous Next

SER% Device Pair i Policy #E3%1% » B3 Next #E A Step 3 EFER (A F—H - Bi#EE Previous -
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Step 3: Summary
After completing Step 2: Select Device Pair and Policy, click Next to open Step 3: Summary.
Verify that the following information is correct:

- Redundancy Plan Summary: Plan Name / Description / Strategy
- Device Pair: The primary/secondary host pairing information applied to this plan
- Policy: The policy information applied to this plan (e.g., Policy Name, Sensor Type, Stay Duration,

Retry Timer)

After confirming everything is correct, click Save to create the redundancy plan. If changes are needed,

click Previous to go back and modify the settings.

Create Redundancy Plan

@ © 2

Basic Configure Select Device Pair and Policy Summary

| Redundancy Plan Summary |

Plan Name: Power Status (10s)
Description: Power Status (10s)
Strategy: Redundancy
Device Pair ... Type Description Primary Hos... | Primary IPA.. | SecondaryH.. | Secondary |

AFL3-W22-Pa..  Physical Host.. Physicaltoph.. AFL3-W22-Pa.. 10.10.40.251 win10_Hybrid..  52:54:00:54:

< >
Policy Name Protection T... | Description Sensor Type Stay Duration | Retry Timer
Power Status Host Level Pr..  Power Status Power Status 10 seconds 2 minutes
Previous Save

Step 4: Enable/Disable Redundancy Plan

On the Redundancy/Plan page, users can enable or disable existing redundancy plans to control whether

the redundancy mechanism is active.
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Step 5: Steps

1). Click Redundancy -> Plan in the left menu to enter the Redundancy Plan list page.
2). Select the redundancy plan you want to manage from the list.
3). Enable: Click the Enable Redundancy Plafebutton  on the toolbar.

Confirm %

Do you want to enable the selected plan(s)?

Yes No

After the plan is enabled, its status will be displ: 'd as Enabled, and you can view it by
selecting Enabled / Disabled at the top.
4). Disable: Click the Disable Redundancy Plafebutton  on the toolbar.
After the plan is disabled, its status will be displayed as € Disabled, and you can view it by selecting
Enabled / Disabled at the top.

IRM & 0 ® w -
@ Dashboard Dashboard Plan x
3 Add Device %2 Redundancy / Plan Qa @ o @@ c o
I beveemanagement g e
(@ Alert Configuration @ Plan Name Description Strategy Type Policy Name Device Pair Name | Primary Hostnani
gnedundancy o Physical to Physical Redundancy Physical Host-to-Physical Host Redundancy ~ Power Status AFL3-W22-Panel-PC  AFL3-W22-Panel-P]
Device Pait
Policy
Redundancy Log
() Recovery v
@ Log v
€83 Setting v
@ Repository v

Page 1 of 1 1-10f1
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@ Dashboard Dashboard Plan x
E3 Add Device %2 Redundancy / Plan Q & o & © @ < O
|11 Device Management . i ° = Imauenmmn.‘-

@ Alert Configuration @ Plan Name Description Strategy Type Policy Name Device PairName  Primary Hostname  Primary IP Addre

B Redundancy ~ |@ © ehysicaitoPhysical | Physicalto Physical Redundancy Physical Host-to-Physical Host Redundancy  Power Status AFL3W22PanetPC  AFL3W22-PanelPC  10.10.40.251

Device Pair

Policy

Redundancy Log
(1 Recovery v
B tog v
3 Setting v

B Repository v

«

Page 1 of1 1-10f1

Note:

1. When you click Enable Redundancy Plan, if the activation conditions are not met, the system will
display a prompt message explaining the reason.

2. It will only execute automatically once, and will only re-enter the running state after being restarted by
the user manually.

3. Enable conditions: The primary host must be powered on, and the secondary host must be powered
off. Please go to Device Management to confirm that the secondary host is powered off, and then

return to enable the redundancy plan.

Confirm

Enabling Conditions are not met. Please check.
Plan Mame: Physical to Physical

Condition: Primary Host online AND Secondary Host offline.

Close
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7.4 Redundancy Log

The Redundancy Log is used to view and track records of redundancy operations. After a Plan is enabled,

the system monitors the primary host status based on the Policy. When a trigger event occurs or a

redundancy action is executed, the related information is recorded in the Redundancy Log, allowing

administrators to perform auditing, troubleshooting, and status tracking.

The Redundancy Log typically includes (as shown on the screen): the trigger time, plan name, device pair,

primary/secondary host information, trigger condition, and the processing result/status.

How to access the Redundancy Log: On the Redundancy page, select Redundancy Log.

Description

Plan 'Physical to Virtual' has been triggered

Plan 'Physical to Virtual’ has been triggered

Failed to execute plan Physical to Virtual'

Plan 'Physical to Virtual' has been triggered

Plan "Test' has been triggered

@ Dashboard Dashboard All Devices X RedundancyL.. x
Add Device E Redundancy / Redundancy Log I
[} Device Management Log Status | Plan Name Device Pair Name | Policy Name
@ Alert Configuration Trigger Physical to Virtual Test Power Status ...
g Redundancy ~
Trigger Physical to Virtual Test Power Status
Device Pair
Fail Physical to Virtual Test Power Status
Policy
Trigger Physical to Virtual Test Power Status
Plan
Tri Test Test Por Statr
Redundancy Log ngger wer status
) Recovery ~
E Log v
€53 Setting ~
@ Repository ~
4
& Page 1 of1 1-50f5

LA

Plan Description

Physical to Virtual
Physical to Virtual
Physical to Virtual
Physical to Virtual

Test

® ru v

Q ¢ o
Primary IP Address

10.10.40.246
10.10.40.246
10.10.40.246
10.10.40.246

10.10.40.246
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8.1 Remote Recovery

IRM provides remote recovery for IEI physical hosts via OneKey Recovery 2 (OKR2). When a target host
encounters an issue or requires rapid OS restoration, administrators can trigger the OS recovery process
through the IRM interface to reduce downtime and improve system availability. One IEI physical host can
backup Max 3 copies OS backup image in same storage with the OS. IRM can let end user remote trigger
and selection one of 3 copies OS backup image to process OS restoration.

Before you begin, make sure the target host has OKR2 properly installed and enabled, and that the OKR2
Support icon is displayed in the IRM device list.

e Prerequisites

1. Supported Scope
IRM supports remote recovery only for IEI physical hosts (IPCs) running Windows. Remote
recovery is not supported on non-IEl platforms or on devices running Linux OS.

2. Confirm OKR2 Installation Status
Before using Remote Recovery, go to Device Management > All Devices > IRMAgent-Windows
and confirm that the target host shows the OKR2 Support icon. If the icon is not displayed, IRM
cannot perform remote recovery on the host.
*OKR2 Support ICO @ ** 1 Indicates that OKR2 has been installed on the IEI host.

3. OKR2 Installation and Image Creation
For OKR2 installation steps and how to create a recovery image, refer to the {OneKey Recovery2

User Manual) .
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iRM e 8 ® m -
@ Dashboard Dashboard All Devices x
Add Device 1} Device Management / All Devices Q awim- @ @W C @
HI Device Management .~
(D DRSS al | (23] [®s] [
All Devices i g% 10.10.40.0/23 (9)
& Dynamic Group O Hostname t Tag IP Address Operating System Category Brand Status
Network Topology B Al .
i g dows(s) O ® AFL3-W20-Panel-PC Windows 11 © 101040251 Microsoft Windows 11..  Agent & E @ Monitored
LAN Scan IRMAgent-Linux (2)
1PMI (1) O @ preC140 Windows 10 © 101040245 Microsoft Windows 10..§ Agent  &'@ JiEi @ Monitored
(FADESY ~ Installation Failure (0)
© TANKSBI11 Wir © 77 ~ ' Microsoft Windows 10..J] Agent & & @ N IEi © Monitored
(D Alert Configuration RERQ)
Delete »
®. . . . .
Redundancy o O ® win10_Hybrid_Slave Restart the remote Agent service B9 Microsoft Windows 10..  Agent QEMU © Monitored
Redirect IRM
Q) Recovery v ® win10_Virtual Master Virt 36 Microsoft Windows 10..  Agent QEMU @ Monitored
@] Power Control »
E) Log v Hardware Setting »
£3 setting o ® win10_Virtual Slave i o 7 Microsoft Windows 10..  Agent QEMU © Monitored
s I Becovery I
@ Repository v
«
10.10.40.240-8080/irm /% Page 1 of 1 1-60f6

Step 1: Open the Device List and Start Recovery

1. Go to Device Management > All Devices. In the left-side group list, switch to IRMAgent-
Windows to quickly locate Windows hosts that support OKR2.

2. Inthe device list, confirm that the target host displays the OKR2 Support icon.

3. Right-click the target host row, then select Recovery from the context menu to start the

remote recovery process.

Before Start Recovery

« We will check whether the device contains images or is currently recovering. Any
devices that meet these conditions will not appear on the next setup page.

Selected Device

oRPC-140
IP: 10.10.40.245 | Tag: Hybrid_Master_0S
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Step 2: Before Start Recovery

1. The system displays the Before Start Recovery window and checks whether the target

device has an available recovery image.
Under Selected Device, confirm that the

3. Click Next to proceed to the next step.

| Remote Recovery

I. Select Recovery Image

Please Select Recovery Image

device status shows Recoverable.

Host
Name: DRPC-140
B
Tag:  Hybrid _Master 0S

Recovery Image

| Please Select Recovery Image =
USer image 1 (20251203 092248)
Factory ( 2025-12-03 09:08:00)

Step 3: Select Recovery Image

1. From the Recovery Image drop-down list,
image 1 or Factory).

2. Click Next to proceed to the next step.
Remote Recovery

. Select Recovery Image .Selectmwmysdﬂhle

Please Select Recovery Schedule

select the image to apply (for example, User

Host Recovery Schedule Current system time: 2026-01-05 13:56:41

Name: TANK-811 @ Now

Tag: Windows 10 o
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Step 4: Select a Recovery Schedule

1. Under Recovery Schedule, choose how to run the recovery:
= Now: Run recovery immediately.
= Scheduled: Run recovery at a specified date and time (the Current system time is
shown on the right for reference).

2. After completing the settings, click Next to start the process.

Remote Recovery

| ]
Configuring IRMAgent.

Step 5: Process Recovery

1. The system enters Process Recovery and displays status messages (for example, Configuring
IRMAgent), indicating that IRM is configuring the IRM Agent and preparing to trigger the recovery
task.

2. After the recovery is triggered, the target host will reboot automatically and start the OneKey

Recovery 2 (OKR2) recovery process, restoring the selected image to the system disk.
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Key Kecovery<

Restore Status

OneKey Recovery?2 is restoring the operating system from the sel
image. The cannot be d'unless an tio

P PP

Restoring (3/4)

Elapsed time: 0:06:53

Remaining time: 0:18:21

Step 6: Processing Recovery Task

& Remote Recovery
Processing Recovery Task

Selected Device: TANK-811 i

Hostname: TANK-811 Recovery Image:  User image 1
Tag: Scheduled on 2025-12-11 17:36:40
19% of 146.48 GB
Disk Label: /dev/sda
100% 100% 20% 0%
sdal sda2 sda3 sdad
100.00 MB 16.00 MB 145.86 GB 522.00 MB

During recovery, you can view detailed information on the Processing Recovery Task page:

- Selected Device: The device currently performing recovery
- Hostname / Tag: Device identification information
+ Recovery Image / Scheduled on: The image used for this recovery and the scheduled time

+ Overall Progress: Percentage and data volume (e.g., 19% of 146.48 GB)
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Disk Label: Target disk (e.g., /dev/sda)

Partition Progress: Recovery progress for each partition (sdal/sda2 / sda3 /sda4)

At the same time, the target host will display the OKR2 Restore Status screen, where you can view the

restoring progress, Elapsed time, Remaining time, and other details.
After the recovery is completed, click Close to close the window and return to IRM.

Note:

1. After you click Confirm and Set Recovery, the target device will reboot automatically and enter the
OKRZ2 recovery process. If a schedule time is set, the device will automatically enter recovery mode at
the specified time and start the recovery.

2. After the user logs in to the system, it is recommended to pause or disable Windows Update to avoid
affecting the recovery process and reporting time.

3. If the client device does not report the OKR2 execution status/report for a period of time, IRM may
consider the OKR2 recovery to have failed. Prolonged Windows updates may delay status reporting

and cause IRM to misjudge the recovery result.

8.2 Recovery Log

The Recovery Log is used to record and query the execution history and results of remote recovery (OKR2
Remote Recovery). After an administrator initiates a recovery task, IRM writes key task information to the

log, making it easier to track recovery status, confirm whether it succeeded, and troubleshoot issues later.

The Recovery Log typically includes (as shown on the screen):
Device information: Hostname, Tag, IP, etc.
Recovery details: The applied Recovery Image (User image / Factory) and the schedule option (Now /
Scheduled)
Task status: Start/end time, execution result (Success / Failed), and error reason/messages (if any)

How to access the Recovery Log: On the Recovery page, select Recovery Log.
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@ Dashboard

Add Device

{1} Device Management
(D) Alert Configuration
% Redundancy

@ Recovery

El Log

83 setting

B Repository

Dashboard Recovery Log x

~

«

E} Recovery / Recovery Log

Recovery Result Hostname Tag Description

Success TANK-811 Windows 10 Successfully finished the recovery restore on '10.10.40.246'

Q ¢ o
IP Address Create Time
10.10.40.246 2026-01-0511:56:54

Page 1 of1 1-10f1
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9.1

Logs provides centralized access to system, device, and event records, helping administrators
troubleshoot issues, track events, and perform audits. This feature includes the following log types:
e System Log: Records system-level events and operating status.
o Agent Alert Log: Aggregates alert events reported to IRM by Agents on managed devices.
e IPMI Alert Log: Records alert events triggered by IPMI (IEI iRIS) monitoring items.
o IPMI Event List: Displays event logs reported by IPMI devices.

e Historical Data Log: Stores historical records of monitored values or system-collected data.

This page is an advanced application. The user sets the corresponding alert type on the Alert Configuration
page. Once an event occurs, you will be able to view the results in the Alert Log on the Logs page (the alert

log generation time needs to be set in the Alert Notification setting in the Settings / Notification Settings).

System Log

System Log shows the messages, alerts, errors, and other events logged by IRM as well as the user's
activities.

How to access the System Log: In the Logs page, select "System Log".

oy 5
IRM £ 0: @m-
@ Dashboard Dashboard System Log x
E3 Add Device E] Log/ System Log Q ¢c o
{1} Device Management Type = Time Category Content Source IP Username
| @ Alert Configuration ® 0251230134645 Authentication User Login Successful 10.10.40.62 1AM
Redundan v
B8 2 0 20251230134539 added policy 1111* on 10.10.40.62 10.10.40.62 IRM
!
() Recovery v
® 0251230134038 Authentication Logout due to connection timeout 10.10.40.59 system |
+ B Log N
: O 0251230134038 Authentication Logout due to connection timeout 10.10.40.59 system
System Log
]
0 025123013181 dat lan ‘Physical to Physical t led on 10.10.4 10.10.40. 1AM
1 Hardwate & Davice = 2025-12-3013:18:13 updated plan 'Physical to Physical’ status to disabled on 10.10.40.62 0.10.40.62
| 33 Setting v 9 ;51230130501 updated plan ‘Physical to Physical’ status to enabled on 10.10.40.62  10.10.40.62 1AM
[ i v 025-12-30 11:4° fully updated plan ‘Physical to Physical’ status to disabled on 10.1 10.10 IRM
£ Repository 0 0251230114708 P P 0104062 10.10.40.62 R
{
| (] 2025-12-30 11:44:32 updated plan "Physical to Physical’ status to enabled on 10.10.40.62  10.10.40.62 IRM
|
| 0 2051230114154 updated plan ‘Physical to Physical’ status to disabled on 10.10.40.62  10.10.40.62 IRM
0O 0251230114058 updated plan ‘Physical to Physical’ status to enabled on 10.10.4062  10.10.40.62 1AM
' « Page 1 of3 ) M 1-500f 125

System Log provides advanced search options that allow users to search according to different alert types:
Step 1: Select the alert type.

Step 2: After selecting the period, press "Apply" to complete the operation.
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@ Dashboard Dashboard System Log x
| &8 Add Device E) vrog/ system Log @C ©
| 1}l DeviceManagement .  A4anced Search
|
(D) [t Contigaztion: Alert Type: All events
‘B Redundancy v Period: -
|
| Qe v L
| E] Log " Type Time Category Content Source IP Username
-
| © 0251230134645 Authentication User Login Successful 10.10.40.62 IRM
| System Log
| Hardware & Device © 2051230134539 i added policy 111" on 10.10.40.62 10.10.40.62 IRM
| 5
€3 Setting v © 2051230134038 Authentication Logout due to connection timeout. 10.10.40.59 system
| B Repository 24 © 0251230134038 Authentication Logout due to connection timeout. 10.10.40.59 system
0 0251230131813 i updated plan ‘Physical to Physical status to disabled on 10.10.40.62 ~ 10.10.40.62 IRM
(] 2025-12-30 13:05:01 updated plan "Physical to Physical’ status to enabled on 10.10.40.62  10.10.40.62 IRM
o 2025-12-30 11:47:08 updated plan 'Physical to Physical’ status to disabled on 10.10.40.62  10.10.40.62 IRM
v
&« Page 1 of3 ) ) 1-5001125

9.2 Hardware & Device

9.1.1 Agent Alerts Log

IRM Alerts Log page displays alerts for all Windows or Linux devices. Users need to select IRM Alerts from
the Alert Configuration page and add one of the four types: CPU usage, memory usage, power status, or
disk usage. Once an event occurs, you will be able to view the details of the alert on this page after the event
has lasted for 5 minutes.

The basic steps are:

Step 1: Select Agent Alerts Log in the Logs page.

Step 2: View the agent alert info, including the Hostname, Tag, Description and Alert Status etc.
Step 3: View the current number of alerts.

Step 4: Click the "Refresh" button at any time to get the latest alert message.
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o

@ Dashboard Dashboard Agent Alert Log x o
| B8 Add Device [E] Log/ Agent Alert Log Q @

111 Device Management  +  hostname Tag Description Alert Status IP Address Trigger Time Clear Time

@ Alert Configuration AFL3-W22-Panel-PC Windows 11 Memory Utilization > 10% on 10.10.40.251 2025-12-30 14:27:26 N/A

Redundancy v )

AFL3-W22 Panel-PC Windows 11 CPU Utilization > 1% off 10.10.40.251 20251230 14:26:22 2025-12-30 14:29:34
) Recovery v
o 1
E] Log ~
System Log

Hardware & Device ~

[===] 0
IPMI Alert Log
IPMI Event List

Historic Data Log

53 Setting v
@ Repasitory v
& Page 1 of1 1-20f2

The Agent Alerts Log has advanced search features:

Step 1: Click the "Search Device" button on the Agent Alerts Log page
Step 2: Click Select Device and select a device (can only select one).

Step 3: Click the "Apply" button to search for all alerts on the target device.

|
@ irm e 8: @m-
| @ Dashboard Dashboard Agent Alert Log x
| E3 AddDevice E) Log/Agent Alert Log IE c o
1 1}] DeviceManagement [ Aqvanced Search: °
t
(@ Alert Configuration IP Address: Select Device o
| %3 Redundancy v Period: = e
' Q) Recovery v
E] U Hostname Tag Description Alert Status IP Address Trigger Time Clear Time |
i og A
+ iei-SJB8 iVEC Memory Utilization > 10% on 10.10.40.239 2025-12-30 14:34:46 N/A
System Log
Hardware & Device o~ AFL3-W22-Panel-PC Windows 11 Memory Utilization > 10% On 10.10.40.251 2025-12-30 14:27:26 N/A
|
Agent Alert Log AFL3-W22-Panel-PC Windows 11 CPU Utilization > 1% off 10.10.40.251 2025-12-30 14:26:22 2025-12-30 14:29:34
| IPMI Alert Log

IPMI Event List

Historic Data Log
€3 Setting v
@ Repository v

& Page 1 of1 1-30f3

IRM provides Log Retention Settings feature, which can be set for periodic viewing. The default alert log
retention period is 1 week. Logs older than one week will be deleted by the system. Users can adjust the

length of period according to their needs. See 10.3 Application Settings.
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9.1.2IPMI Alert Log

The IPMI Alert Log page displays IPMI sensor alert events (such as temperature, voltage, or power status)
for all managed iRIS devices. You must first create and enable an IPMI Alert rule in Alert Configuration.

After an event is triggered, you can view the alert details on this page.

Before records can appear in IPMI Alert Log, complete the following setup:

1. Add the iRIS device to IRM management : Go to Add Device, select IEI iRIS Device, add it by IP
address, and configure the management account.
2. Goto Alert Configuration, click Add (+), create an IPMI Alert, and apply it to the target iRIS device
after configuring the following items:
o  Alert Name
O  Sensor Type : Temperature / Voltage / Power
O  Sensor Name : Displayed dynamically based on the selected Sensor Type
= Temperature : 41 SYS TEMP1 - CPU TEMPO
= Voltage : %% DDR - CPU COREO - 5V - 12V ~ 3V3SB - 3V3
o Condition :
= Temperature : Condition (°C). Set the comparison operator and threshold (range: 0-120).
=  Condition (V). Set </ > and the threshold (range: 0-12.6).
=  Power : Condition (e.g., Power On — Power On / Power On — Power Off)
3. Records are generated only after an event is triggered:

An entry will appear in IPMI Alert Log only after the device status meets the alert condition and triggers

= 8 @ RM ¥
@ Dashboard Dashboard IPMI Alert Log x
5 Add Device E) Log/IPMi Alert Log a ¢ o
[} Device Management oo Tag Description 1P Address SensorType | MetricName | Trigger Time | Clear Time
(@ Alert Configuration 10.10.40.250 iRIS Device SYS TEMP1 over 10.0°C 10.10.40.250 [Z  Temperature SYSTEMP1 202512-3114..  N/A
Redundancy ~
10.10.40.250 RIS Device SYS TEMP1 over 10.0°C 10.10.40.250 2 Temperature SYSTEMP1 2025-12-3016..  2025-12-3113..
Qﬁ Recovery ~
10.10.40.250 RIS Device CPU TEMPD over 10.0°C 10.10.40.250 [2  Temperature CPU TEMPO 20251230 16.. 2025123110
E) Log ~
System Log
Hardware & Device ~
Agent Alert Log
IPMI Alert Log
IPMI Event List
Historic Data Log
83 Setting ~
« Page 1 of 1 1-30f3
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9.1.3IPMI Event List

The IPMI Event List provides a centralized view of event logs (Events) reported to IRM by IEI iRIS (IPMI)
devices. On this page, administrators can quickly identify abnormal events and threshold status changes for
monitored items such as temperature and voltage (for example, Upper Non-critical going high or Lower Non-

critical going low) to support tracking and troubleshooting.

| @ Dashboard Dashboard IPMI Event List x
|
‘ Add Device E] Log/IPMIEvent List aQ ¢ o
{}] Device Management Hostname IP Address Tag Sensor Type Metric Name NAS Time Event Time Description
) a
( Alert Configuration 10.10.40.250 10.10.40.250 [2  IRIS Device Voltage CPU CORED 2026-01-061..  2025-11-261..  Lower Non-critical going low
Redundancy v
10.10.40.250 10.10.40.250 [Z  IRIS Device Voltage CPU CORED 2026-01-061.. 202511261  Lower Non-critical going low
Ca Recovery v
10.10.40.250 10.10.40.250 [Z  IRIS Device Temperature CPUTEMPO 2026-01-061.. 202511261  Upper Non-critical going high
E Log ~
10.10.40.250 10.10.40.250 [Z  IRIS Device Temperature CPUTEMPO 2026-01-061.. 202511261  Upper Non-critical going high
System Log
; 10.10.40.250 10.10.40.250 [Z  IRIS Device Temperature CPUTEMPO 2026-01-061.. 202511261  Upper Non-critical going high
Hardware & Device ~
Agent Alert Log 10.10.40.250 10.10.40.250 [Z  IRIS Device Temperature CPUTEMPO 2026-01-061.. 202511261  Upper Non-critical going high
IPMI Alert Log 10.10.40.250 10.10.40.250 [2  iRIS Device Voltage CPU CORED 2026-01-061..  202511-261..  Lower Non-critical going low
IRMIEvent|Gist 10.10.40.250 10.10.40.250 [7  iRIS Device Voltage CPU COREQ 2026-01-061..  2025-11-267..  Lower Non-critical going low
Historic Data Log
10.10.40.250 10.10.40.250 [7 RIS Device Temperature CPUTEMPO 2026-01-061..  2025-11-2671..  Upper Non-critical going high
@ Setting v v
I Page 1 of 1693 ) )}  1-500fB4s04

Notes
e The target device must be added to IRM and must be a manageable IPMI (iRIS) device.
o Before using the IPMI Event List, make sure IPMI Event reporting for the device is enabled. If it is
Disabled, the event list will not be displayed or updated.
¢ If the event list is not displayed or not updating, go to Device Management > IPMI:
Right-click the target IPMI device — IPMI Event List > Enable.

If event reporting is not required, you can select Disable to turn it off.
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Dashboard IPMI Event List % All Devices X

1] Device Management / All Devices Q,  acion - ® W C @

- @ My Network ALL D3 27 o]

Lg%, 10.10.40.0/23 (10)

- Dynamic Group Hostname T Tag IP Address Operating System | Brand Status
All(10)
IRMAgent-Windows (6) © 10.10.40.250 iRIS Device @ u IPMI Managemen..  IEl Integratio.. @ Monitored

iVEC (2) IPMI Event List »

Integration!Corp.

: IRMAgent-Linux (3) | |
IPMI (1 Power Control  »

Installation Failure (0) Remote Access »

CELTEREER e AT T WM A TR B BewmAsS o v

Delete 2

Enable

Page 1 of 1 1-10f1

9.1.4 Historic Data Log

IRM provides historical data obtained by a specific sensor type of a specific device over a specific time frame.

For example, a user can select a device, set the period as one day or one week, select the sensor type as

CPU usage, then IRM will present the CPU Ultilization as a line chart. This feature is useful for analyzing the

values of different sensor types over a specific time frame in order to take actions for improvement.

Notes

The maximum query range is 3 months (the longest Period is Three months; Custom is also limited to a

maximum of 3 months).

To display the historical data as a line chart in IRM, follow the steps below:

Step 1: Click the “Search Device” button.

Step 2:
Step 3:
Step 4:
Step 5:

Select the target device (required).
Select Metric Name (required).

Select the Period (required).

Click “Apply” button to complete the operation.




= Q ® admin ¥

@ Dashboard Dashboard Alerts Configu... X IRM Alerts Log X gystemLog X Historic Data ... X

1” Device Management

Device Discovery [E] Logs / Historic Data Logs @ c ®

Advanced Search:

(@ Alerts Configuration -
IP Address: Select device e

(] Logs A o I Sensor Type M I Metric Name: -
IRM Alerts Log o | Perioa: -1 o
System Log Reset

£} settings v
O m—
o—n
The line chart for a specific device is shown below.
e 8: @m-
@ Dashboard Dashboard Historic DataL... x
Add Device @ Log / Historic Data Log Q C @
”t Device Management e Advanced Search:
(D Alert Configuration IP Address: 10.10.40.251 Select Device
Redundancy o Sensor Type: General ~  Metric Name:  Memory Utilization -
Q? Recovery o Period:; One week -
Apply Reset
@ Log A~
100 |
System Log
‘—-Bu—
a *
Hardware & Device A b= © |
- B W S S —
Agent Alert Log Nl |
= |
=1
IPMI Alert Log 20
|PMI Event List t+—4/—®r - 7T7r"r—7Trrnr—r o ——mrrrmrrrrm——rrr—rmT T T T T T T T T T
a\.? o \@.@ \\..;é“ ,\1'}"9 ,\6‘?5 \\“_9 & & & P %\.,,J.S’ ‘Q,\;P & LP,;{) H\\-’-! ‘;P@ R
Historic Data Log & S S S S & é)\” .ﬁ& “»\‘9' “»\‘9 ‘”\’9 J,\”"h oF & b»«" “»\‘" h’)\b “»\“ “ﬁ@ ‘».P" ‘»\YP
n,:f '@'\.‘ '15@ 1“"'? 1“""’ '\“’w & & Ly & & & 1“’3) ’L“’p» by L & & & & &
@ Setting v Time
&« ® Memory Utilization

IRM provides Log Retention Settings feature, which can be set for periodic viewing. The default Historic
Data Log retention period is 1 week. Logs older than one week will be deleted by the system. Users can

adjust the length of period according to their needs. See 9.3.1 Log Retention Period.
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The Settings page contains the system user account and permissions management; only the user with

administrator permissions can enter this page.

10.1 Notification Settings

The notification settings allow users to be notified immediately when an event occurs, thus improving

emergency response capabilities. Detailed setup instructions are as follows:
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{03 Setting / Notification

Notification Settings
SMTP Settings
? Select an Email Account:  Custom v
3 SMTP Server: SMTP Server Address
ﬁ SMTP Port Port =
5 Sender Email ID: Email Address
! 6 Username: Usermname
o Password: Password
0 Secure Connection: Secure Connection v
Send Test Mail
Alert Netification Settings

IRMAgent alert check interval (minutes): 5 2
Note: IPMI event generation frequency will be based on BMC settings, IRM will just poll for new IPMI events and display them.

Enable Email notifications for IRMAgent and IPMI Alerts

860

IRMAgent and IPMI Alert check interval (minutes) for sending email notifications: 5

Notification Group

+ AddUser | Delete User

o O Username Role Email
admin Admin
Notification Center

‘With Notification Center, you can quickly create custom notification rules to monitor the events on your devices and address potential issues more effectively.
Ensure that you select "Set as dedicated rule” when creating notification rules in Notification Center. When this option is enabled, any changes made to rules will be automatically

applied to and synced between IRM and Notification Center.

‘ Status Name Delivery Method Recipient

.
"
"
"
'

Configure Notification Rule

Apply
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The list of accounts that need to be notified
SMTP type

SMTP server location

SMTP server port

Email Address

E-mail account

E-mail password

Secure connection mode

Sets how often IRM checks alert status at a fixed interval.

1.
2.
3.
4.
5.
6.
7.
8.
9.
1

0. Whether to enable e-mail sent Agent alert
11. Time interval for sending repeat alerts

12. Notification Center

Notification Center
The Notification Center is used to manage IRM’s notification mechanism. Administrators can create and
maintain notification rules here. This feature integrates with QTS on the IRM Server to provide notification
services. When the system detects an Event Notification, it can automatically send notifications to
designated recipients based on the configured severity level, keywords, and time range, using the
specified delivery method. Through the Notification Center, administrators can track system operation logs
and monitoring/alert status in real time, improving event tracking and troubleshooting efficiency.

Supported type : Event Notification.

Notification methods: Supports Email, and can also enable SMS, Push Service, and Qmix notification

channels depending on system settings.
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() Dashboard Dashboard Notification x
&8 Add Device 83 Setting / Notification o)

1} Bevice Management + AddUser | Delete User

(D Alert Configuration

O Username Role Email
3 Redundanc . .
¥ v admin Admin
GJ Recovery v
O IRM Admin
E Log v
€33 Setting ~
I Notification I ification Center
Application With Notification Center, you can quickly create custom natification rules to monitor the events an your devices and address potential issues more effectively.
Ensure that you select "Set as dedicated rule’ when creating notification rules in Notification Center. When this option is enabled, any changes made to rules will be
automatically applied to and synced between IRM and Notification Center.
User Management
‘ Status Name Delivery Method Recipient Action
IVEC Management
@ Repository v

Configure Notification Rule

<

After clicking** " Configure Notification Rules ; **, the system automatically opens your browser and

redirects you to the Notification Center page to create event notification rules.

Create event notification rule

@ Name and Events @ Motification Criteria @ Methods and Recipients @ Summary

Mame this rule and select events. Notification Center will send notifications to recipients when the selected events
OCCUF.

Rule name | IRM

B rRMm(s8/8) O select all A
Application Settings Authentication
Device Management Device Power Comntrol
LAN Scan Notification Settings
ROP Control Redundancy Application
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On the @ Name and Events page, enter a rule name (for example, IRM) and select the event categories

you want to receive notifications for.

After finishing, click Next to proceed to (@) Notification Criteria.

Create event notification rule

@ Name and Events @ Motification Criteria @ Methods and Recipients @ Summary
-~

Specify the severity levels, keywords, and time range of notifications that you want to receive.
Severity Level

(i) Information £ Waming €3 Error
Keyword Filter @
i | Allmessages —
only send notifications for events that occur during a certain time period.

O Time range: 00 - | 0~ |~ 23 « - 59 - .

o ][ ]

On the @ Notification Criteria page, configure the notification trigger conditions, including the severity

level, keywords, and time range:

1. Severity Level: Select the levels you want to receive notifications for (Information / Warning /

Error).

2. Keyword Filter: Select All messages, or configure keyword conditions as needed.

3. Time Range: If you only want to receive notifications during specific periods, select Time Range

and set the start and end time.

After finishing, click Next to proceed to (3 Method and Recipients.
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@ Name and Events @ Notification Criteria @ Methods and Recipients @ Summary

Select the delivery methods and specify the recipients. You can add multiple methods and recipients.

Pair1 (1/1) ~
Method | ™ E-mail v )
| Sender E . Recipient a0

Select SMTP service
] E-mail 1
™ pi.ieiworld@gmail.com | i ]

Type an email address |

Custom subject line (optional)

| Type the text |o

[0 send email as plain text v

o e |

Step 1: (3) Method and Recipients

In this step, select the notification delivery method and configure the recipient information. The system
supports multiple notification channels, including Email, SMS, Push Service, and Qmix. Depending on the
selected method, you must complete the corresponding service settings (for example, Email requires
selecting an SMTP sender account; SMS requires configuring an SMSC service; Push Service requires

signing in to myQNAPcloud; and Qmix requires QNAP ID pairing).

You can also click " +Add Pair ; to add multiple delivery methods and recipient sets, allowing the same

rule to send notifications to different recipient groups.

e Email: Gmail, Yahoo, QQ/QQ VIP, NetEase 126 / NetEase 163, Yahoo Kimo, Outlook.com
e SMSC: Clickatell, Nexmo, Twilio

e Push Service: myQNAPcloud: https://www.mygnapcloud.com/

e Qmix: https://www.gnap.com/zh-tw/software/gmiix

After completing the settings, click Next to proceed to @ Summary.
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[ | @
i E 1/IntegrationiCorp.

Create event notification rule

@ Mame and Events @ Motification Criteria @ Methods and Recipients @ Summary
rs
Rule - 1
Selected Event Categories ~

= Advanced Network Driver (1)

Installation

(@ Antivirus (2)

Scan Jobs Settings
[ App Center (5)
App Installation App Migration
App Status Chanae App Upndates A

sear ] [ 7o

Step 2: (4) Summary ©
On the @ Summary page, the system summarizes the settings of the event notification rule (including the

rule name and the selected event categories/items). Verify that the information is correct. If changes are

needed, click Back to revise the settings. After confirmation, click Finish to create the event notification rule.

Notification Center - 0O X

. Event Notifications (1) Alert Notifications (0)
Overview
= Notification
History Here you can create custom rules to select applications and features from which you want to receive event notifications. You can also specify the

delivery methods, contents, languages, and recipients of these notifications.
Service Account and

Device Pairing

System Notification + Create Rule

Rules

=~ Global Notification Status ‘Name Delivery method Recipient Action
* Seftings

B ™ E-mail : .
& reo pLicworkiggmalL. sre.pi.chen@gmail.com I w

[E] View the Event Log

Step 3: Confirm the System Notification Rule Is Created and Enabled
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After creation, go back to IRM Settings > Notification > Notification Center. You should see the newly created
rule (for example, IRM) in the rule list. Confirm that the Status switch on the left is Enabled (green), and verify
that the Delivery method (for example, E-mail) and Recipient information are correct.

z 8 g ® wa -
@) Dashboard Dashboard Notification X
Add Device €33 Setting / Notification ®
{1} Device Management o
. admin Admin
(D Alert Configuration
% Redundancy v O RM Admin
) Recovery v
E] Log v
Notification Center
{33 Setting A~
'With Motification Center, you can guickly create custom notification rules to monitor the events on your devices and address potential issues more effectively.
Notification Ensure that you select "Set as dedicated rule” when creating notification rules in Notification Center. When this option is enabled, any changes made to rules will
_ be automatically applied to and synced between IRM and Notification Center.
Application Status Name Delivery Method Recipient Action
™M Email
User Management IRM i &,
2 ‘j a et pi.ieiworld@gmail.com pm@gmail. com @ m
IVEC Management
v
B Renositorv o
« Apply

10.2 Application Settings

Application Settings let users adjust the system log files and video retention settings according to their

needs, users can also adjust real-time data and automatic device scan period based on performance.
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111 Device Management
(@ Alert Configuration
% Redundancy
Q0 Recovery
B rog
83 Setting
Notification
User Management
IVEC Management

B Repository

«

Dashboard Application

£33 setting / Application

Log Retention Period

o Alert Log:

€ et Log
[ 3 EESIES
o Historic Data Log
o Redundancy Log:
o Fecovery Log:

Data Collection Period

o Frequency (minutes) of remote device
data update i interface:

update frequency
dashboard and single devices:

Agent Setting

o Gommand Response Timeout (seconds):

20

0

30

[ | @
|E|@ integration Corp.‘%

10.2.1 Log Retention Period

You can configure how long each type of log is retained in the system (via a drop-down list). Available

options are 1 Week, 1 Month, and 3 Months.

o o M wbh PR

Alert log retention period

IPMI alert log retention period
System log retention period
Historical data log retention period
Redundancy log retention period

Recovery log retention period

Note : : Alonger retention period may consume more storage space.

10.2.2 Data Collection Period

Configure the update frequency for device data on the interface/dashboard.

1. Frequency (minutes) of remote device data update in the system interface

2. Remote device real-time monitoring data update frequency (seconds) on the dashboard and single

devices

Note : A higher update frequency may increase system and network load.
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10.2.3 Agent Setting

1. Command Response Timeout (seconds)

The maximum time IRM waits for an agent response after sending a command.

10.2.4 Recovery Setting

1. Recovery expiration time (minutes) before marking the recovery as failed

2. Recovery interval time (seconds) for updating progress status during execution
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10.3 User Management

User Management provides the functions for setting up user permissions, adding or deleting users. IRM
account must be bundled with a QTS account. Only QTS accounts can be added as IRM accounts. If a QTS

account is deleted, the associated IRM will become unavailable.

10.3.1 Default User

The default ID is "IRM" and the password is "Irm" followed by the last six letters of the hardware's first MAC
address (in uppercase and without special characters).

Note: The ID and password are case-sensitive.

Example:
MAC1 address: 00-08-9B-F6-15-75 NAS49103A-SL
Username: IRM L. username

Password: IrmF61575

[0 Remember me

B Secure login
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10.3.2 Create New User

To create a new user other than using the default user account, you need to create a local user in the QTS
by following the steps below.

Step 1: Go to Control Panel > Privilege > Users.

Control Panel -0 X
3+ ControlPanel a®
VAN TS-i410X Firmware version: QTS 5.2 3 3006 CPU: Intel Atom(R) x6425E Processor, up to 3000 MHz (4 cores, 4 threads)
= Serial number: QZ38I06395F Memory: 8 GB
System
& sy [4 General Settings B» Storage & Snapshots @ Security
You can change time zone and language settings,
manage storage space & external devices, enable jii Hardware O Power Notification Center
notifications & security protection, update NAS N
';';’;_‘:;;e' and restore the NAS to factory default I Firmware Update &) Backup / Restore L External Device
mores>>
S, Privilege
= g 7% User Groups 2% Delegated Administration
You can create users & groups, manage access
permissions for local & domain users, and set up Fe Shared Folders % Quota ﬂ Domain Security
disk quotas.

43 Domain Controller

» Network & File Services

=, Network & Virtual Switch s2¢ Network Access J., Win/Mac/NFS/WebDAV
You can manage network connections, configure
QuFTP Servi_cegfov sharing files, set up vstem?on rules = Telnet / SSH .I].l.l. SNMP -ﬂb Service Discovery
for recycle bins, and enable the NFS and WebDAV -
protocols for Microsoft and Apple networking. n QUFTP Service ‘g— Re::ycle Bin
Step 2: Click Create > Create a User.
The Create a User window appears.
Step 3: Specify the following information.
Field Description
Profile photo Optional: Upload a profile photo for the user.
User Description (optional) Specify a user description that contains a maximum of 50
characters.
Username Specify a username that contains 1 to 32 characters from

any of the following groups:

o Letters:AtoZ,atoz

e Numbers: 0 to 9

o Multi-byte characters: Chinese, Japanese, Korean, and
Russian

e The username cannot contain the following special
characters: grave accent (*), asterisk (*), equal sign (=),
plus sign (+), square brackets ([ ]), curly brackets ({}),
slash (\), vertical bar (|), semicolon (;), colon (:),
apostrophe ('), quotation mark ("), comma (,), less than
sign (<), greater than sign (>), backslash (/), question
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mark (?), percent sign (%), dollar sign ($), and the space
character.

Password

Specify a password that contains a maximum of 64 ASCII

characters.

Verify Password

Enter the password again.

Mobile phone (optional)

Specify a phone number that will receive SMS notifications
from QTS.

Note: Other NAS users might be able to see this
information. If you do not want to share this information,
leave the field blank.

Email (optional)

Specify an email address that will receive notifications from
QTS.

Note: Other NAS users might be able to see this
information. If you do not want to share this information,
leave the field blank.

uiD

A UID is automatically generated for the user. You can also

click to specify a custom UID.

User must change password at

first logon

When selected, the user must change the password when

logging in for the first time.

Send a notification mail to the

newly created user (optional)

When selected, QTS sends a message that contains the
following information to the specified email address:

e Username and password

¢ URLs for connecting to the NAS

Tip: You can edit the notification message.

Step 4: Optional: Add the user to one or more user groups.
a. Under User Group, click Edit.
b. Select one or more user groups.

Step 5: Optional: Specify shared folder permissions for the user.
a. Under Shared Folder Permission, click Edit.
b. Select the shared folder permissions for the user.
c. Optional: Select Apply changes to subfolders.

Step 6: Optional: Specify application privileges for the user.
a. Under Edit Application Privilege, click Edit.
b. Select application permissions for the user.
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Tip:

QNAP recommends denying access to applications and network services that the user does not

require. Users without privileges to specific applications will not see it on their main menu.

Step 7: Optional: Set a quota for the user.

Note:
This option is only available when quotas are enabled.

a. Under Quota, click Edit.
b. Set the quota.

¢ No Limit: Quota settings do not apply to the user.
e Limit disk space to: Specify a quota for the user.

e Use group quotas: Group quota settings apply to the user.
Note:

Individual quotas may override group quotas. For details, see Quota conflicts.

Step 8: Click Create.

NOTE:

For more information on QTS related topics, please see the QTS online user manual.
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10.3.3 Add User

Step 1: Select "User Management" from the Settings page and click the "Add User" button.

® ma v

[
D

@ Dashboard Dashboard User Manage... x

g Add Device @ Setting / User Management @ Z C ®

{1} Device Management .

O Usemame Email Role Created On 1 Login Time
(D Alert Configuration
admin Admin
% Redundancy v
IRM Admin 2025-12-01 10:09:38 2026-01-05 14:52:52
K:D Recovery ~
E] og -
63 Setting ~
Notification
Application

User Management

iVEC Management

@ Repository ~

«

Step 1: After select the user and the permissions that you want to add, click "Add User" to finish.

Add IRM User to Notification Group

Username Email
IEI_AE |IEI_AE@ieiworld.com
Select User Typell | Admin - [ Add User ] I Cancel I
- Admin i
Power User

NOTE: 1. The difference in permissions between Admin and Power User is that only Admin can access
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Settings. Power User has no authority to modify or change system settings.

Administrator’s Ul Power User’s Ul
RM
@) Dashboard Dasht @) Dashboard Dasht
[[Q Device Discovery @ (I3 Device Discovery 0]
{1t pevice Management [} pevice Management
S c
() Alerts Configuration (@) Alerts Configuration N
E Logs ~v EI L0g2 v Bl
| éﬁ} Settings v

2. When the Add IRM User to Notification Group window appears and shows “No user can be added to
IRM...”, it means that no IRM users have been created in the system that can be added to a notification

group. Therefore, the list will be empty and you will not be able to select or add any users.

Please refer to Section 10.1.2, “Create New User.”

Add IRM User to Notification Group

O Username Email

No user can be added to IRM. You can create user in "Control Panel” >

"Privilege Settings" > "Users".

Go to settings

{You need to input your |0 & PWD again to login to device management console)

Select User Type: Power User Add User ‘ l Cancel
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10.3.4 Deleting Users

Select "User Management" in the Settings page, select the user you want to delete and click the

"Delete User" button.

@ Dashboard Dashboard User Manage...
&3 Add Device €33 Setting / User Management
”I Device Management

Username Email

@ Alert Configuration

admin
Redundancy v
IRM
Cn Recovery v
Pi.Chen
El Log v
@ Setting ~
Notification
Application
iVEC Management
@ Repository ~
«

PiChen@ieiworld.com

Role

Admin

Admin

Admin

Created On T

2025-07-23 02:44:32

2025-12-11 16:51:38

i

Login Time

2026-01-06 11:37:19

2025-12-23 14:39:35

10.3.5 Editing Permissions

Step 1: Select "User Management" from the Settings page, select the user you want to edit and click the

"Edit User" button.
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@ Dashboard Dashboard User Manage...
E£3 Add Device £33 Setting / User Management
f” Device Management v
Username Email
(D Alert Configuration
admin
Redundancy v
IRM
CD Recovery v
Pi.Chen PiChen@ieiworld.com
E Log v
@ Setting ~
Notification
Application
iVEC Management
Repository W

«

Role

Admin

Admin

Admin

Created On T

2025-07-23 02:44:32

2025-12-1116:51:38

85 ®|RMv

@@C@

Login Time

2026-01-0611:37:19

2025-12-23 14:39:35

Step 2: Select the permission level you want to change from the drop-down menu and click the "Save"

button to complete the operation.

Please select the role for this user

Power Lser

10.4 iVEC Management

iVEC Management provides a centralized entry in IRM for administrators to manage iVEC environments.
After an iVEC device is added and managed by IRM, administrators can use VM via iVEC VM list and iVEC

management console by your browser to view iVEC-related information, check iVEC host status, and perform

necessary management operations for monitoring, maintenance, and troubleshooting.
e VEC VM List : View the list of virtual machines on the iVEC host.

¢ iVEC management console (by your browser) : Open the iVEC management console in your web

browser.
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If no iVEC host configuration has been created, the page displays: No configurations available for the

iVEC host account.

@) Dashboard

Add Device
[} Device Management
() Alert Configuration
% Redundancy
L Recovery
B Log
€3 setting
Notification
Application
User Management

IVEC Management

@ Repository

«

Dashboard IVEC Manage...

£33 setting / iIVEC Management

g 0O ®mM.

@@0@3

No configurations available for the IVEC host account.

Step 1: Create iVEC Host Account

1.Go to the iVEC Management page and click the "Create iVEC Host Account" button.

Create iVEC Host Account

iIVEC Host *

iVEC Hostname

Port*

Account *

Password *

Confirm Password *

X

I Select Device

8089 @ Use SSL Certificates
Enter 1-32 characters for the account.
Enter 1-64 characters for the password.

Enter the same password.

Save

iVEC Host*: Click Select Device. The system displays the Selected Device window. Select the iVEC host you want to add for
management from the list (the iVEC host must have the IRM Agent installed), and then click OK button.

Port*: The default port for the iVEC host is 8089, using an SSL certificate.

Account*: Enter the login account for the iVEC host.

Password*: Enter the login password for the iVEC host.

Confirm Password*: Re-enter the login password for the iVEC host.
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[
Selected Devices *

Hostame, IP address, Device tag Q
Hostname P Address Tag Managed by Brand Model Operating Syst...
O %ieisJBB 10.10.40.244 Tank_XM811 IRMAgent IEi 13th Gen Intel(R... Uburitu
O ¥ iei-sJB8 10.10.40.104 IRMAgent IEi 13th Gen Intel(R.. Ubuntu
Page 1 of 1 1-20f2 (O Only list the selected servers or devices.
0K Cancel

After the settings are saved successfully, the iVEC host configuration will appear in the list, and you can
view the following information: iVEC Hostname, IP Address, Port, Protocol, and Account.

Note: After completing the iVEC host configuration, you can use features such as iVEC VM List and iVEC

Management Console (by your browser).

Z, 8 ® IRM v
) Dashboard Dashboard IVEC Manage... x
Add Device @] Setting / iVEC Management @ @ © C @
I} Device Management - O  iVEC Hostname IP Address Port Protocol Account T
(D) alert configuration
O iei-5JB8 10.10.40.244 8089 HTTPS isi

E Redundancy v
@) Recovery ~
E] Log v
3 setting ~

Notification

Application

User Management
@ Repository ~

« Page 1 of1 1-10f1
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The Repository is used to centrally manage the installation packages and related resources required by IRM.

From this page, administrators can download the IRM Agent installer for the corresponding operating system.

After deploying the agent on the device, the device can then be added to IRM for monitoring and management.

11.1 IRMAgent download

IRMAgent Download provides IRMAgent installer packages for different operating systems. Administrators
can download the correct package based on the target device OS and architecture (32-bit/64-bit), then install
it to enroll devices into IRM for monitoring and management.

Basic Steps:
Step 2: Go to Repository > IRMAgent Download.
Step 3: Identify the correct package for the target device OS and architecture (32/64-bit).
Step 4: Click the Download icon to download the installer.
Step 5: Deploy and install the package on the target device to enable device enroliment.
) iRM e 8 owm.
Dashboard Dashboard IRMAgent Dow... X
® g
Add Device @ Repository / IRMAgent Download ®
I” Device Management v
IRMAgent Pkg. Name IRMAgent Ver.. | Target 0S Download
(O Alert Configuration
IRMAgent-Windows-x86-Setup (32-bit) v1.1.4 Windows 8/8.1, Windows 7 ¥
Redundancy v =
CD Recovery IRMAgent-Windows-x86_64-Setup (64-bit) v1.1.4 Windows 11, Windows 10, Windows 8/8.1, Windows 7, Windows Server 2022, Windows Server &
E X 2019, Windows Server 2016, Windows Server 2012
og v
@ Setting o IRMAgent-Ubuntu-x86_64-Setup (64-bit) v1.0.9 Ubuntu 24.04, Ubuntu 22.04, Ubuntu 20.04, Ubuntu 18.04, Ubuntu 16.04 &
g Repository ~ IRMAgent-Debian-x86_64-Setup (64-bit) v1.0.9 Debian 12, Debian 11, Debian 10, Debian 9, Debian 8 &,

IRMAgent Download IRMAgent-CentOS-x86_64-Setup (64-bit) v1.0.9 Centos 7

«

€
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12.1 License Portals and Utility

IElI and QNAP (initially an IEI subsidiary) form a dynamic alliance to offer the iRM solution. QNAP's secure

platforms is utilized for license management of IEI IRM. These QNAP’s license platforms are as the followings:

Portal Description

License Center The License Center is an app in the IRM Mini Server, serving
as a proxy of the License Manager for monitoring and
managing IRM license.

License Manager The License Manager is a web site hosted by QNAP. It allows

https://license.gnap.com you to remotely activate and manage licenses under your
QNAP ID.

QNAP Software Store The QNAP Software Store is a one-stop shop where you can

https://software.gnap.com purchase software licenses such as IRM.

QNAP Account / QNAP ID The QNAP Account is a portal that lets you manage your

(QID) QNAP ID and access the Cloud SSO function for various

https:/account.gnap.com QNAP Cloud Services and devices.

QNAP ID (QID) is a unique identifier for end users that allows
them to manage their cloud services and devices through
QNAP Account. End users can create their own QID using
their email address.

12.2 IRM Perpetual License

The IRM Perpetual License has 8 different SKUs, each supporting a specific number of client devices. You

can also use the free version, which supports up to 10 client devices without requiring a license.

SKU ID Description

SKU 1 IRM V1.* Perpetual License for 20 devices
SKU 2 IRM V1.* Perpetual License for 50 devices
SKU 3 IRM V1.* Perpetual License for 80 devices
SKU 4 IRM V1.* Perpetual License for 100 devices
SKU 5 IRM V1.*  Perpetual License for 150 devices
SKU 6 IRM V1.*  Perpetual License for 200 devices
SKU 7 IRM V1.*  Perpetual License for 250 devices
SKU 8 IRM V1.*  Perpetual License for 300 devices

Note: The license quantity will be added up, and the IRM will display the total count.
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12.3 License Activation

To use the features of IRM, you need to buy a license from IEI sales or QNAP Software Store, and activate
the license. The process of license activation includes the following key steps that should be taken:
1. Apply your QNAP ID
2. Sign in the IRM mini server with your QNAP ID, and set up the myQNAPcloud service
3. Active your license through License Center or License Manager by using product key bundled with
your QID
4. Check your IRM license in IRM’s About page

IRM only accepts licenses that are valid and active. |IEl advises users to activate their licenses from the
license center using a product key bundled with your QID. The product key provided by IEl is not bundle with
the QID and requires the setup of the QID in the IRM Mini Server before activation.

Activation of an IRM license can be done using either a product key or a license key. The product key is
obtained through IEl's sales channel, while the license key is from the QNAP Software Store. When end
users purchase a license key from the QNAP Software Store, it will be bundled with their QID. However, the
product key will not be bundled with any QID during the purchase stage. Both the product key and the license

key will be finally bundled with the end user's QID when the user activates the license.

Difference between Product Key and License Key:

Product Key License Key
Buy from IEI QNAP Software Store (online)
Bundled with QID No Yes
Payment Depend on IEI Online via credit card
License Activation Online Online

Page 165




e TR AT T OUT WS . - . OV

Integration!Corp.

12.3.1 Activation Methods

Activation Method Description

Using a product key <Online activation>
Licenses purchased from IEl sales must be activated through the
25-character product key.

For license activation instructions, see Section 12.3.3

Using a license key <Online activation>
You can generate the 25-character license key after purchasing

licenses through the QNAP Software Store. For details,

see Generating a License Key.

For license activation instructions, see Section 12.3.4

Using QNAP ID (QID) <Online activation>
Licenses purchased through QNAP Software Store are stored in
your QNAP ID account. They can be accessed through both

License Center and the QNAP License Manager website.

For license activation instructions, see Section 12.3.5

Offline <Offline activation>

Use this method when connecting the IRM mini server to the
internet may not be feasible or advisable in certain industrial
settings. Offline activation is more complicated and involves more

steps. See Activating a License Offline for step-by-step instruction.
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12.3.2 Setting up myQNAPcloud for Your IRM Mini Server

Before activating IRM license, you should first sign in the IRM mini server with your QNAP ID and then set

up the myQNAPcloud service. To do so, follow the steps below.

Step 1: Login IRM Mini Server Management Desktop. Ensure the mini server is connected to the internet.

@ English ~

aNfAP
NAS49103A-SL

Step 2: Launch the myQNAPcloud Link.

Step 3: Enter your QNAP ID and password, and click Sign In.

NOTE:
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e End user can apply QID from https://account.gnap.com/

e To manage the license effectively, we recommend entering the QID of the license owner. A system
integrator (SI) can use their own QID to buy and activate the license for their customer on the IRM mini

server. This way, the Sl can assist the end user with license management in the future.

Users from all over the world connect and
share through myQNAPcloud everyday.

Sign in using your QNAP ID account to proceed.
QNAP ID:

Password:

Create QNAP ID

Simple and powerful remote access service. From any comer of the world,

you and trusted users can remotely connect to your QNAP device via DDNS

Step 4: Specify a device name. Click Next.

Register Device

Enter a name for your device. This name will be used when you
remotelv access this device.

e mMiniServelAA001 v

SmartURL automatically chooses the best way to remotely connect to
your device depending on your network environment. ?

@ Join an organization

AMIZ Cloud allows you to centrally access and manage your devices

anywhere and anytime. With access control settings, you and assigned
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Step 5: Click Next.

Device Insights

allows you to centrally access, monitor, and manage
your QNAP devices anywhere and anytime. With this cloud
service, you can remotely perform routine tasks, manage
security risks, and monitor system resources and application
statuses for all the devices in your organization.

@ AMIZ Cloud Agent

Simple and powerful remote access service. From any comer of the world,

you and trusted users can remotely connect to your QNAP device via DDNS

myQNAPcloud
Remote Access
myQNAPcloud provides several remote access services to meet
the requirements of different network environments. You can

also configure access control settings to specify which users
can access your devices with their QNAP IDs.

@® myQNAPcloud Link

Access control: _Privale -

Only invited users can find and access your device. If users without
access permissions iry to access your device with a SmartURL, they will
not be able to connect to the device. To specify which users can access
your devices with their QNAP IDs, go to ;

b @ DDNS
myQNAPcloud makes it safe and easy to securely access a remote device.
You have complete control over how you share your devices. SSL certificates

are also available to ensure secure connections Aoty
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@ myQNAPcloud

(©) overview Device Information

(2, myaNAPdloud Link | anapio: Sggmaiicom Steve) | 5 B

&3 DDNs

myQNAPcloud Device name:  IrmMiniServerAA001 [
Host name: NAS7FAB69

Al Conl
s SmartURL: @ hitps:/iglink to/lrmMiniServerAAQ01 (5]

Remote Access Management

® e ® ©
Access Control myQNAPcloud Link DDNS SSL Certificate
Status Status Status Status
Private Normal Disabled Not Installed
Connected.
2024-01-10 09:50:57

12.3.3 Activating a License Using a Product Key

Before activating your license, ensure that your device is connected to the internet and you have signed in

with your QNAP ID. To activate a license using a product key, follow the steps below.

Step 1: Open License Center.

= 4 =
= LR
NAS49103A-SL
TS453D o
YSTEMS Q & App Center License Center
() ' | D
| Q | Control Panel Help Center myQNAPcloud Link de Help Center HDMI Display
_— - Applications
Storage & Snapshots ﬂ HDMI Display Applications Malware Remover
iSCSI & Fibre Channel APPLICATIONS Notification Center -
Users = Container Station QDevelop myQNAPcloud Virtualization
Link Station

Network & Virtual Switch E File Station QTS SSL Certificate

myQNAPcloud a HBS 3 Hybrid Backup Sync QuFTP Service
IRM Q QuLog Center

Bo v By

Resource Monitor
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Step 2: Click Activate License.

License Center

(B LicenseCenter

Licenses on Device
Licenses on Device

=~ Recover Licenses @0 ‘ 0o

\s/ Software Store License Name

License Manager

_Am Proxy Settings

=+ Activate License "V Purchase License

<o

Activated ..  Apply Date Valid Until Action

Step 3: The License Activation window appears. Select Activate with a product key or PAK.

License Activation

@ Activate with QNAP ID

Sign in with your QNAP ID to activate and manage your license.
Logged in QID : pessismg@ieiworld.com

Other Activation Methods

[, Activate with a License Key

[~ Activate with a product key or PAK

Specify the product key printed on a physical
copy of your product or the product
authorization key (PAK) purchased from the
old License Store.

= Offline Activation
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Step 4: Specify the key. Read and agree to the terms of service. Click Verify Key.

License Activation

E—- Activate with a product key or PAK

Specify the product key printed on a physical copy of your product or the
product authorization key (PAK) purchased from the old License Store.

e ns QARGY-Uadiln - S

&Ijhave read and agree to the Terms of Service.

Step 5: Verify the license information, and click Activate.

Other Activation Methods

gB Activate with QNAP ID

[75, Activate with a License Key

“5 Offline Activation

Canter
License Activation
I IRM V1.* Perpetual License for 100 devices
License Name IRM V1.* Perpetual License for 100 ...
...... Product Key [ W i NERE LETRY, DR
License type Perpetual
Duration Perpetual
Transferable Yes
Available Seats 1

- O x
| —=—
Other Activation Methods )
g{g Activate with QNAP ID
O

[7o) Activate with a License Key

<5 offline Activation

Close
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Step 6: The license is activated. A confirmation message appears. Click Close.

o Your license has been activated.

T
)

Step 7: The license appears on the list of active licenses.

License Center

LicenseCenter

[2] Licenses on Device

[ES Recover Licenses
Software Store
License Manager

“—ﬂ Proxy Settings

Licenses on Device

=zl o [ o

5 et

O
License Name Status Activated ... Apply Date Valid Until Action
IRM V1.* Perpetual License ... )
Valid 1 2024/02115 Perpetual [a
65c33daa30abd88001d7ad. [N
Surveillance Station - 4 Emb... Vi —
TS-CAM-BS-4 @ Frpei
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12.3.4 Activating a License Using a License Key

Before activating your license, ensure that your device is connected to the internet and you have signed in

with your QNAP ID. To activate a license using a license key, follow the steps below.

Step 1: Open License Center.

= @ =
= @ B8
NAS49103A-SL
T$-453D o®
YSTEMS Q & App Center % License Center
$23 | control Panel ') Help Center myQNAPcloud Link 2 Help Center HDMI Display:
- Applications
E’ Storage & Snapshots HDMI Display Applications Malware Remover
. iSCSI & Fibre Channel APPLICATIONS Notification Center -
o Users a Container Station QDevelop myQNAPCIOUd Virtualization
Link Station

K. Network & Virtual Switch File Station QTS SSL Certificate
o

@ myQNAPcloud a HBS 3 Hybrid Backup Sync QuFTP Service
. Resource Monitor IRM g QuLog Center

Step 2: Click Activate License.

a = o @ plSENSEE
= O X

License Center

LicenseCenter

Loenses on bais
Licenses on Device

ES Recover Licenses Qo l 'Y Sontent Sear o

E Software Store License Name Status Activated ..  Apply Date Valid Until Action

@ License Manager

@J Proxy Settings
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License Activation

5;\5\ Offline Activation

1. Generate an activation URL and go to License Manager to
select a license that you want to activate for this device.

[ I have read and agree to the Terms of Service.

Generate Activation URL

2. Upload the license file generated and downloaded from License
Manager.

Already have LIF?

Learn more about offline activation

Other Activation Methods

E(R Activate with QNAP ID

[+ Activate with a License Key

Activate your license with a license key
generated from QNAP | icense Manager.

l} Activate with a product key or PAK

@
1/Integration

09:42

0 Wednesday

Step 4: Specify the key. Read and agree to the terms of service. Click Verify Key.

». NAS49103A-SL X @ ONAP License Manager

¢ > ¢ a CEED npe//10104050/cqi-bin/
O Computux O3 EL O3 IPC O3 loT

License Activation

o Activate with a License Key

Activate your license with a license key generated from QNAP License
Manager.

S B-QTBDZ-5VA

B | have read and agree to the Terms of Service.

Verify Key

Learn more about how to generate a license key.

X | O QNAP Software Store

[ Vertical @ Google 8 Yahoo!SE  [3 Tool

X | O QNAP Software Store x|

O HTML 3 eBook  [3 Online learning

Other Activation Methods

() Activate with QNAP ID
I:or Activate with a product key or PAK

“5 Offline Activation

Activate your license offline if your device is
not connected to the Internet.

O sso [ NFC »

- o X
* @0 00 :

D FEEE

09:50

1/09 Tuesday
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Step 5: Verify the license information. Scroll down to the bottom, and click Activate.

License Activation

Renewal Date

Learn more about how to generate a license key

| “=  |RM V1.* Perpetual License for 20 devices

License Name IRM V1.* Perpetual License for 20 d...
License Key I B- () TE DZ _———
Available Seats 1

License type Perpetual

Transferable Yes

Valid From 2023/12/28

Valid Until / =

Other Activation Methods

m Activate with QNAP ID

E— Activate with a product key or PAK

Q‘? Offline Activation

Activate your license offline if your device is

not connected to the Internet.

License Activation

License Name 1KV V 1.° Ferpetual LIcense 1or ZU a...

License Key LSHEP-NZ84B-QTBDZ-5VRBT-W4757

Available Seats 1

License type Perpetual
Transferable Yes

Valid From 2023/12/28
Valid Until / =

Renewal Date

Learn more about how to generate a license key.
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scroll down

¥

r_zg’admin v

Ev Activate with a product key or PAK

Specify the product key printed on a physical
copy of your product or the product
authorization key (PAK) purchased from the
old License Store.

“5 Offline Activation

10:06

1/09 Tuesday




° Your license has been activated.

Close

App Center

tal notices: 1)

Step 7: The license appears on the list of active licenses.

License Center

B LicenseCenter

Licenses on Device W Purchase License
Control Panel Device

Recover Licenses YRR ) o
Software Store License Name Activated .. Apply Date Valid Until

IRM V1.* Perpetual License ...
6571564ebc08955¢11121412

1 Perpetual

Vi

] Proxy Settings IRM V1.7 Perpetual License ..
657146fbbc08955¢112f40a

Perpetual

IRM V1.* Perpetual License ...
658d460a160427c97172ad.

Peretual

Survelllance Station - 4 Emb.
TS-CAM-BS-4

Perpetual

12.3.5 Activating a License Using QNAP ID

Before activating your license, ensure that your device is connected to the internet and you have signed in

with your QNAP ID. To activate a license using QNAP ID, follow the steps below.
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NAS49103A-SL

TS-453D
YSTEMS Q E‘ App Center
Q Control Panel Help Center

B HDMI Display Applications

APPLICATIONS

Storage & Snapshots

iSCSI & Fibre Channel

w"' Container Station

. File Station
a HBS 3 Hybrid Backup Sync

IRM

Users

Network & Virtual Switch

myQNAPcloud

Resource Monitor

Box By

Step 2: Click Activate License.

License Center

% License Center

myQNAPcloud Link

Malware Remover

Notification Center

QDevelop

QTS SSL Certificate
>

QuUFTP Service

QuLog Center

[Eg)admin v

Help Center

HDMI Display

Applications

o

myQNAPcloud
Link

Virtualization

Station

LicenseCenter

Licenses on Device
Recover Licenses
7 Software Store

License Manager

@

J Proxy Settings

Licenses on Device

Status Activated ..  Apply Date

+ Activate License

‘W Purchase License

tent Search S}

Valid Until Action
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Step 3: The License Activation window appears. In Activate with QNAP ID, make sure that the QID you
are logged in with belongs to the license owner. Click Select License.

@ myQNAPcloug License Activation

@ Overview @ Activate with QNAP ID

(Z myanal
2

&3 DDNs

ivi manage your license.
Logged in QID: s @gmall.com

License Activation

')3 Offline Activation

. Generate an activation URL and go to License Manager to
select a license that you want to activate for this device.

[ I have read and agree to the Terms of Service.

Upload the license file generated and downloaded from License
Manager.

Already have LIF?

Learn more about offline activation

Other Activation Methods

[F5% Activate with a License Key
E» Activate with a product key or PAK

“5 Offline Activation

S L Fymr 3

Other Activation Methods
(1) Activate with QNAP ID

Sign in with your QNAP ID to activate and
manage your license.

Sign in QNAP ID

[551 Activate with a License Key

E- Activate with a product key or PAK

S

2 RS

09:41

0 Wednesday
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Step 4: Select a license from the list, and click Add.

Tip:

If you select a multi-seat license, you can specify the number of seats that you want to activate.

Page 180

Fume 3 072 | @

License Activation
Select one or multiple licenses to activate on the device IRMA001". You may specify the number of seats 10 activate if your

license supports multiple seats on a single device.

Available | Seatsto
Seat Activate

Duration Valid Fro... Valid Until

IRM V1.* Perpetual License for 20 device. Perpet... 2023/12.

IRM V1.* Perpetual License for 20 device... Perpet.. | 2023/12..

IRM V1.* Perpetual License for 20 device. Perpet.. | 2023/12.
IRM V1.* Perpetual License for 20 devices Perpet... 2023/12..

Page 1 n [+ Display item: 15, Total. 5

I [ add || ciose

10:

/01/10 Wednesday

o Your license has been activated

Close

10:47

2024/01/10 Wednesday




Step 6: The license appears on the list of active licenses.

(B LicenseCenter

Licenses on Device W Purchase License
[ convi et AL \F Putess tioems )

Recover Licenses 9: | @0

| Software Store Liosse Natie e
[ License Manager IRM V1. Perpetual License ..

1
Vi 6571564ebc08955¢11121412

Valid Until

Perpetual

<

1if] Proxy Settings

IRM V1.* Perpetual License ...
657146fbbc08955¢112140a

Perpetual

IRM V1.* Perpetual License ..
6580460a160427c97172ad.

Survelllance Station - 4 Emb..
TS-CAM-BS-4

12.3.6 License Activation Email

Perpetual

Perpetual

When an end user activates a license through the license manager or license center in the IRM Mini

Server, the QID owner's mailbox will receive the following email.

Dear Sir/Madam,

Congratulations! You have successfully activated your IRM V1.* Perpetual
License for 20 devices (5) license.

Product IEM V1.* Perpetual License for 20 devices (5)
License 1D 658d460a16042797172ad0e

License Key -QTBDZ-5

Walid until Perpetual

Activated by
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12.3.7 How to Check Your Activated IRM License

You can check your activated IRM license from IRM - About.

) Dashboard

£3 Add Device
|” Device Management

(D) Alert Configuration

- I T
irRM

@ Dashboard

£ Add Device

”1 Device Management
(D) Alert Configuration
E Redundancy

Qﬁ Recovery

Log

£33 Setting

@ Repository

Dashboard Add Device x ¢ Choose Language
() Dashboard g Hep g B ®
IRM Feedback
. Debug Report
Server Health Overview s Devices (F
About
Hostname Shutdown 1
e B ® w -
Dashboard Add Device X
© Dashboard 2 columns ® C O 2 ®
About
Server Health @ (Recent 10) :
Tag IP Address Shutdown 1
10.10.40.124 01/07/20%
IRM™
virtual_Redundancy... 10.10.40.236 01/07/20%
Version 1.4.18 (2025-12-22)
10.10.40.235 01/07/20%
Licensing Information - Not Installed ®
(Redundancy Plan Limit: 3) Windows 10 10.10.40.246 01/07/202
Status Name Activated Date | Client Quantity Detail Tank_XM811 10.10.40.244 01/06/20%
10.10.40.237 11/20/20%

Virtual_Redundancy.
|-

No data could be shown.

CPU Utilization 1G]
Hostname |9
win10_Virtual
1ei-SJB8

iEi www.ieiworld.com
TANK-811 e2025 IEI Al Rights Reserved
TANKSB11 -
AFL3-W22-Panel-PC Windows 11 10.10.40.251 280% E 20
iei-Standard-PC-i440 10.10.40.124 150% o 4 . r . . . . . . y
114425 11:4435 11:44:55 114505 114515 114525 114535 114545 114555 114605

win10_Hybrid_Slave 10.10.40.235 1.20% Time
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NN e § 7
= 0 X
(& LicenseCenter :

- Licenses on Devce
Q| Licenses on Device

[ES Recover Licenses ©: | @ o, o

J Software Store License Name Status Activated ..  Apply Date Valid Until Action
A - IRM V1.* Perpetual License ...
[z License Manager valid 1 Perpetual
658d460a160427c97172ad.. " Pe B
(1] Proxy Settings Surveillance Station - 4 Emb... ,
Valid - - Perpetual
TS-CAM-BS-4

12.3.8 Activation Failed

If you fail to activate your license, please
1. contact with IEI if your license is bought from IEI

2. contact with QNAP helpdesk if your license is bought from QNAP Software Store

QO'
|
License Activation

Activation Failed
The cloud server cannot be connected. Please check your Internet connection and try again. (Error code :-11)

Select a license and try again or contact QNAP customer service.

https:/helpdesk.qnap.com/

10:06

1/09 Tuesday
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12.4 Checking and Buy License

Step 1: Go to IRM landing page to select your license and ordering from your IEIl account sales.

Step 2: IEl account sales will send your License to let you to import to your License Center APP in IRM
Server and your can check your license detail from License Manager (https://license.gnap.com/)
website.

Step 3: Login License Manager (https://license.gnap.com/) website and Sign in with your QNAP ID.

Step 4: Locate the product on the list, and then click SUBSCRIPTION.
Step 5: The license details appear.

Step 6: You can activate your license right after the purchase or at a later time. For details, see Section
12.3 License Activation.

12.5 Deactivating a License for License Migration

12.5.1 Migrating an Activated License

If the license is already activated on an IRM mini server, the license should be deactivated online or offline
before applying the license to a new IRM mini server.

If you can still access your old device
Step 1: Deactivate a license by following the instructions on License Deactivation

Step 2: Activate the license on the new IRM mini server by following the instructions on License
Activation

If you cannot access your old device, or it is not functioning.

Step 3: Go to QNAP Customer Service and submit a support ticket for license deactivation. Our customer
support team may ask you to provide further information before the process.

Step 4: Once the license is deactivated, activate the license on the new IRM mini server by following the
instructions on License Activation

12.5.2 License Deactivation

You can deactivate IRM licenses using the following methods
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https://license.qnap.com/

Activation Method

Description

Using QNAP ID (QID)

Licenses purchased through Software Store are stored in
your QNAP ID account, and can be accessed through both

License Center and the QNAP License Manager website

To deactivate this type of license, see Deactivating a License

Using QNAP ID.

Offline

Use this method when the device is not connected to the

internet. For details, see Deactivating a License Offline.
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https://license.qnap.com/
https://docs.qnap.com/operating-system/qts/5.0.x/en-us/deactivating-a-license-using-qnap-id-B1940157.html
https://docs.qnap.com/operating-system/qts/5.0.x/en-us/deactivating-a-license-using-qnap-id-B1940157.html
https://docs.qnap.com/operating-system/qts/5.0.x/en-us/deactivating-a-license-offline-B67FFFB1.html
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